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Description 

BACKGROUND OF THE INVENTION 

[0001] The present invention relates to a communicat- s 
ing method between an IPv4 terminal and an IPv6 termi- 
nal and to an IPv4-IPv6 converting apparatus. More par- 
ticularly, the invention relates to method and apparatus 
for realizing a communication between an IPv4 terminal 
using IPv4 (Internet Protocol version 4) as a communi- io 
cation protocol and an IPv6 terminal using IPv6 (Internet 
Protocol version 6) as a communication protocol 
[0002] As a method of realizing a communication be- 
tween an IPv4 terminal and an IPv6 terminal, there is a 
method of using an 'IPv4-mapped IPv6 address' and an is 
'IPv4-compatible IPv6 address' described in RFC (Re- 
quest For Comments) 1 884 issued by IETF (Internet En- 
gineering Task Force). 

[0003] The 'IPv4-mapped IPv6 address' is an IPv6 ad- 
dress in which •0" is set to the 127th to 48th bits among 20 
1 28 bits of the I Pv6 address, M 1 ■ is set to the 47th to 32nd 
bits, and an 'IPv4 address' is set to the 31st to 0th bits. 
[0004] The 'IPv4-compat)ble IPv6 address* is an IPv6 
address in which "0" is set to th e 1 27th to 32nd bits among 
1 28 bits of the IPv6 address and the 'IPv4 address' is set 25 
to the 31st to 0th bits. 

[0005] . WhenthecommunlcationbetweenthelPv4ter- 
minalandthe IPv6 terminal Is executed, an IPv4 address 
is preliminarilyfixedlyallocatedtothe IPv6 terminal which 
communicates with the IPv4 terminal. A packet convert- 30 
ing apparatus is provided on the way of a path through 
which the IPv4 terminal and the IPv6 terminal communi- 
cate and a mutual conversion of IP headers of an IPv4 
packet (RFC791) and an IPv6 packet (RFC1883) Is per- 
formed. 35 
[0006] In an IPv4 network, the IPv4 address of the IPv4 
terminal and the IPv4 address allocated to the IPv6 ter- 
minal are used and a communication is executed by using 
the IPv4 packet. In an IPv6 network, the 'IPv4-mapped 
IPv6 address' In which the 'IPv4 address of the IPv4 ter- *o 
minal' has been set is used as an IPv6 address of the 
IPv4 terminal. In the IPv6 network, the 'lPv4-compatible 
IPv6 address' in which the 'IPv4 address allocated to the 
IPv6 terminal' has been set Is used as an IP address of 
the IPv6 terminal and a communication is executed by 45 
using the IPv6 packet. 

[0007] The packet converting apparatus converts the 
'IPv4-mapped IPv6 address' included in the IPv6 packet 
into the 'IPv4 address of the IPv4 terminal' and converts 
the 'IPv4-compatible IPv6 address' to the 'IPv4 address so 
allocated to the IPv6 terminal', thereby converting the 
IPv6 packet into the IPv4 packet. Contrarily, the 'IPv4 
address of the IPv4 terminal' Included in the IPv4 packet 
is converted into the *IPv4-mapped IPv6 address' and 
the 'IPv4 address allocated to the IPv6 terminal' is con- 55 
verted into the 'IPv4-compatible IPv6 address', thereby 
converting the IPv4 packet into the IPv6 packet. Conse- 
quently, the communication between the IPv4 terminal 



and the IPv6 terminal can be executed. 
[0008] As a method of realizing the communication be- 
tween the IPv4 terminal and the IPv6 terminal, IETF also 
proposed a method called a dual stack. According to the 
method, the I Pv6 terminal has both of the communication 
protocols of IPv4 and IPv6. A communication is executed 
between the IPv6 terminals by using the IPv6 protocol. 
A communication is executed between the IPv4 terminals 
by using the IPv4 protocol. Thus, the communication be- 
tween the IPv4 terminal and the IPv6 terminal can be 
executed. 

[0009] IETF also proposed a method called an IPtun- 
neling. This is a method such that when the IPv4 network 
exists on a communication path between two IPv6 ter- 
minals and a communication cannot be executed directly 
by the IPv6 packet, the IPv6 packet is encapsulated by 
the IPv4 header and is allowed to pass through the IPv4 
network. Similarly, when the IPv6 network exists on a 
communication path between the IPv4 terminals and a 
communication cannot be executed directly by the IPv4 
packet, the IPv4 packet is encapsulated by the IPv6 
header and is allowed to pass through the IPv6 network. 
Consequently, even when there Is the IPv4 network on 
the communication path, the communication between 
the IPv6 terminals can be executed. Even when there is 
the IPv6 network on the communication path, the com- 
munication between the IPv4 terminals can be executed. 
[0010] According to the method, the communication 
between the IPv4 terminal and the IPv6 terminal can be 
realized by a simple operation of adding a fixed pattern 
of 96 bits to the IPv4 address or deleting the fixed pattern 
of 96 bits from the IPv6 address. 
[0011] According to the method called a dual stack, by 
selectively using the communication protocols of IPv4 
and IPv6 in accordance with a communication partner, 
the communication between the IPv4 terminal and the 
IPv6 terminal can be realized. 
[0012] According to the method called an IP tunneling, 
by encapsulating the packet by the header of the relevant 
communication protocol and passing the resultant data 
through the network existing on the communication path 
between the two terminals, the communication between 
the two terminals can be realized. 

SUMMARY OF THE INVENTION 

[0013] The convention techniques, however, have the 
following problems. 

[0014] A first problem is that the IPv4 address has to 
be fixedly allocated to all of the IPv6 terminals which have 
a possibility of communication with the IPv4 terminal. 
This further consumes the IPv4 address which is short 
and accelerates its shortage. 

[001 5] A second problem is that since mutual domain 
information (for example, an IP address corresponding 
to a domain name) cannot be referred to between the 
IPv4 network and the IPv6 network, the partner can be 
designated not by the domain name but by only an actual 
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IP address. This results in that the communication part- 
ners have to be mutually aware whether the partner uses 
IPv4 or IPv6 as a communication protocol. 
[0016] A third problem is that, in the method called a 
dual stack, the IPv4 protocol is provided for all of the IPv6 
terminals having the possibility of communication with 
the IPv4 terminal and the IPv4 address has to be fixedly 
allocated. This results In that a larger memory capacity 
Is necessary as compared with that in case of providing 
only the IPv6 protocol and, In a manner similar to the first 
problem, the IPv4 address which is short is further con- 
sumed and the shortage is accelerated. 
[0017] A fourth problem is that, in the method called 
an IP tunneling, when the IPv4 network exists on the 
communication path between the two IPv6 terminals, in 
order to pass the IPv6 packet by encapsulating it by the 
IPv4 header, a setting for it has to be preliminarily per- 
formed Similarly, when the IPv6 network exists on the 
communication path between the two IPv4 terminals, in 
order to pass the IPv4 packet by encapsulating It by the 
IPv6 header, a setting for it has to be preliminarily per- 
formed. The method can be used only between the ter- 
minals in which the setting of the IP tunneling has pre- 
liminarily been performed. The communication cannot 
be executed between the terminals in which the setting 
is not preliminarily performed. 
[0018] It is, therefore, an object of the Invention to pro- 
vide method and apparatus In which only an IPv6 protocol 
is provided for an IPv6 terminal, even if an IPv4 address 
is not preliminarily fixedly allocated, a communication be- 
tween an I Pv4 terminal and the IPv6 terminal can be ex- 
ecuted, a partner Is designated not by an IP address but 
by a domain name, and the communication between the 
IPv4 terminal and the IPv6 terminal can be executed. 
[0019] According to the first aspect, in a communica- 
tion network system comprising an IPv4 network, an IPv6 
network, and an IPv4-IPv6 converting apparatus con- 
nected to both of them, an IPv4 terminal of the IPv4 net- 
work inquires an IP address for a domain name of an 
IPv6 terminal of the IPv6 network to the IPv4-IPv6 con- 
verting apparatus. Thus, the IPv4-iPv6 converting appa- 
ratus obtains the IPv6 address corresponding to the do- 
main name from a DNS (Domain Name System) v6 serv- 
er apparatus for managing domain information of the 
IPv6 network, dynamically acquires the IPv4 address cor- 
responding to the IPv6 address from a DHCP (Dynamic 
Host Configuration Protocol) v4 server apparatus for dy- 
namically allocating the IPv4 address, and notifies to the 
IPv4 terminal. The IPv4 terminal forms an IPv4 packet 
by setting an own IPv4 addresstoan IPv4 source address 
and by setting the notified IPv4 address to an IPv4 des- 
tination address and sends the IPv4 packet to the IPv4- 
IPv6 converting apparatus. The IPv4-IPv6 converting ap- 
paratus converts the I Pv4 source address included in the 
received I Pv4 packet into an I Pv6 source address by add- 
ing fixed data to the IPv4 source address and converts 
an IPv4 destination address included in the IPv4 packet 
into the IPv6 address corresponding to the IPv4 destina- 
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tion address, thereby obtaining an IPv6 destination ad- 
dress, forming an IPv6 packet from the IPv4 packet, and 
sending the IPv6 packet to the IPv6 network. The IPv6 
terminal forms the IPv6 packet by setting the own IPv6 

5 address to the IPv6 source address and setting the IPv6 
source address included in the received IPv6 packet to 
the IPv6 destination address, and transmits the IPv6 
packet to the IPv4-IPv6 converting apparatus. The IPv4- 
JPv6 converting apparatus deletes the fixed data from 

io the IPv6 destination address Included in the received 
IPv6 packet converts the resultant IPv6 destination ad- 
dress to the IPv4 destination address, and converts the 
IPv6 source address included in the IPv6 packet to the 
IPv4 address corresponding to the IPv6 source address, 

*5 thereby obtaining the IPv4 source address, forming the 
IPv4 packet from the IPv6 packet, and transmitting the 
IPv4 packet to the IPv4 network. 
[0020] In the communicating method between the IPv4 
terminal and the IPv6 terminal according to the first as- 

20 pect, when the communication from the IPv4 terminal 
side of the IPv4 network to the IPv6 terminal of the IPv6 
network is started, the IPv4 address Is dynamically allo- 
cated to the IPv6 terminal of the IPv6 network. Conse- 
quently, ft Is unnecessary to preliminarily fixedly allocate 

25 the IPv4 address to the IPv6 terminal, so that the con- 
sumption of the IPv4 address can be suppressed. Since 
the IPv4-IPv6 converting apparatus automaticaify ob- 
tains the IP address for the domain name of the IPv6 
terminal from the DNSv6 server apparatus, the IPv4 ter- 

30 minal can designate the domain name and communicate 
with the IPv6 terminal. 

[0021] According to the second aspect, In a commu- 
nication network system comprising an IPv4 network, an 
IPv6 network, and an IPv4-IPv6 converting apparatus 

35 connected to both of them, an IPv6 terminal of the IPv6 
network Inquires an IP address for a domain name of an 
IPv4 terminal of the IPv4 network to the IPv4-IPv6 con- 
verting apparatus. Thus, the IPv4-IPv6 converting appa- 
ratus acquires an IPv4 address corresponding to the do- 

40 main namefromaDNSv4serverapparatusformanaglng 
domain information of the IPv4 network, converts the 
IPv4 address to the IPv6 address by adding fixed data 
to the IPv4 address, and notifies the IPv6 terminal of the 
IPv6 address. The IPv6 terminal forms an IPv6 packet 

45 by setting an own IPv6 address to an IPv6source address 
and setting the notified IPv6 address to an IPv6 destina- 
tion address and transmits the IPv6 packet to the !Pv4- 
!Pv6 converting apparatus. The I Pv4-IPv6 converting ap- 
paratus deletes the fixed data from the IPv6 destination 

so address included in the received IPv6 packet and con- 
verts the resultant IPv6 destination address to an IPv4 
destination address, dynamically acquires the IPv4 ad- 
dress corresponding to the IPv6 source address Included 
in the IPv6 packet from a DHCPv4 server apparatus for 

55 dynamically allocating the IPv4 address, forms the IPv4 
packet from the IPv6 packet by using the IPv4 address, 
and transmits the IPv4 packet to the IPv4 network. The 
IPv4 terminal forms the IPv4 packet by setting the own 
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IPv4 address to an IPv4 source address and setting the 
IPv4 source address included in the received IPv4 packet 
to an IPv4 destination address and transmits the IPv4 
packet to the IPv4- IPv6 converting apparatus. The IPv4- 
IPv6 converting apparatus converts the IPv4 source ad- 
dress to the IPv6 source address by adding fixed data to 
the IPv4 source address, obtains the IPv6 destination 
address by converting the IPv4 destination address in- 
cluded inthe IPv4 packetto the IPv6 address correspond- 
ing to the IPv4 destination address, forms the IPv6 packet 
from the IPv4 packet, and transmits the IPv6 packet to 
the IPv6 network. 

[0022] In the communicating method between the IPv4 
terminal and the IPv6 terminal according to the second 
aspect, when the communication from the IPv6 terminal 
side of the IPv6 network to the IPv4 terminal of the IPv4 
network Is started, the IPv4 address is dynamically allo- 
cated to the IPv6 terminal of the IPv6 network. Conse- 
quently, It is unnecessary to preliminarily fixedly allocate 
the IPv4 address to the IPv6 terminal, so that the con- 
sumption of the IPv4 address can be suppressed. Since 
the IPv4-lPv6 converting apparatus automatically ob- 
tains the IP address for the domain name of the IPv4 
terminal from the DNSv4 server apparatus, the IPv6 ter- 
minal can designate the domain name and communicate 
with the IPv4 terminal. 

BRIEF DESCRIPTION OF THE DRAWINGS 
[0023] 

Fig. 1 is a constructional diagram of an IPv4-lPv6 
converting apparatus according to the first embodi- 
ment of the Invention; 

Fig. 2 is a constructional diagram of an IP address 
conversion table; 

Fig. 3 is a constructional diagram of a communication 
network system according to the first embodiment 
of the invention; 

Fig. 4 is a flowchart In case of starting a communi- 
cation from an IPv4 terminal to an IPv6 terminal 
through the !Pv4-IPv6 converting apparatus accord- 
ing to the first embodiment of the Invention; 
Fig. 5 is a flowchart which is continuous to Fig. 4; 
Fig. 6 is a flowchart in case of starting a communi- 
cation from the IPv6 terminal to the IPv4 terminal 
through the IPv4-IPv6 converting apparatus accord- 
ing to the first embodiment of the invention; 
Fig. 7 is a flowchart which is continuous to Fig. 6; 
Fig. 8 is a flowchart in another case of starting a 
communication from the IPv6 terminal to the IPv4 
terminal; 

Fig. 9 is a flowchart which is continuous to Rg. 8; 
Fig. 10 is a constructional diagram of another IPv4- 
IPv6 converting apparatus; 
Fig, 11 is a constructional diagram of another net- 
work system; 

Fig. 12 is a flowchart in another case of starting a 



communication from the IPv4 terminal to the IPv6 
terminal; 

Fig. 13 is a flowchart which is continuous to Fig. 12; 
Fig, 14 is a flowchart in still another case of starting 
5 a communication from the IPv6 terminal to the IPv4 
terminal; 

Fig. 15 is a flowchart which is continuous to Fig. 14; 
Fig. 16 is a constructional diagram of an IPv4-lPv6 
converting apparatus according to the second em- 
10 bodiment of the invention; 

Fig. 17 is a constructional diagram of an IPv4-IPv6 
converting apparatus according to the third embod- 
iment of the invention; 

Fig. 18 is a constructional diagram of an IPv4-IPv6 
is converting apparatus according to the fourth embod- 
iment of the Invention; 

Fig. 19 Is a constructional diagram of a communica- 
tion network system according to the fifth embodi- 
ment of the invention; 
20 Fig. 20 Is a flowchart in case of communicating be- 
tween the IPv6 terminals through the !Pv4-IPv6 con- 
verting apparatus according to the fifth embodiment 
of the invention; and 

Fig. 21 is a flowchart which Is continuous to Fig. 20. 

25 

DESCRIPTION OFTHE PREFERRED EMBODIMENTS 

[0024] Embodiments of the present invention will now 
be described hereinbelow with reference to the drawings. 

30 

(A) First embodiment 

[0025] Fig. 1 is a constructional diagram of an IPv4- 
!Pv6 converting apparatus 1a according to the first em- 

35 bodiment of the invention. 

[0026] The !Pv4-IPv6 converting apparatus 1a Is lo- 
cated between an IPv4 network and an IPv6 network and 
realizes a communication between an IPv4 terminal and 
an IPv6 terminal by performing an IP header conversion 

40 of an IPv4 packet and an IPv6 packet. The IPv4-IPv6 
converting apparatus 1 a comprises IP transmitting and 
receiving means 10, IP header converting means 11, 
DNS substituting means 13, IPv4 address capturing 
means 14, and IP address conversion Information hold- 

<5 ing means 15. 

[0027] The IP transmitting and receiving means 10 Is 
means for transmitting and receiving the IPv4 packet and 
IPv6 packet between the IPv4 network and the IPv6 net- 
work and is constructed by, for example, electronic de- 

so vices such as CPU, RAM, and the like. 

[0028] The IP header converting means 1 1 is means 
for performing an IP header conversion of the IPv4packet 
and the IPv6 packet and is constructed by, for example, 
electronic devices such as CPU, RAM, and the like. 

55 [0029] The DNS substituting means 13 is means for 
capturing domain information from a DNS server in the 
IPv4 network or a DNS server in the IPv6 network in 
accordance with the DNS technique disclosed in 
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RFC1034, RFC1886, or the like and is constructed by, 
for example, electronic devices such as CPU, RAM, and 
the like. 

[0030] The I Pv4 address capturing means 1 4 Is means 
for capturing an IPv4 address from a DHCP server in the 5 
IPv4 network in accordance with the DHCP technique 
disclosed In RFC1541 or the like and is constructed by, 
forexample, electronic devices such as CPU, RAM, and 
the like. 

[0031] The IP address conversion information holding io 
means 1 5 is means for converting the IPv4 address and 
the IPv6 address and is constructed by, for example, 
electronic devices such as an RAM and the like. A cor- 
respondence between the IPv4 address and the IPv6 
address Is held as an IP address conversion table 151 . w 
[0032] Fig. 2 Is a constructional diagram of the IP ad- 
dress conversion table 151 . IPv6 addresses of the IPv6 
terminal communicating with the IPv4 terminal and IPv4 
addresses which are dynamically allocated in corre- 
spondence to them have been registered in the IP ad- so 
dress conversion table 151 . 

[0033] Fig. 3 is a diagram of a communication network 
system 1 00 connecting an IPv4 network 1 04 and an IPv6 
network 1 06 through the IPv4-IPv6 converting apparatus 
1a. 25 
[0034] In addition to an IPv4 terminal 2, a DNSv4 serv- 
er 3 for managing domain information in the I Pv4 network 
104 and a DHCPv4 server 4 for dynamically allocating 
the IPv4 addresses to terminals in the IPv4 network 104 
are connected to the IPv4 network 104. 30 
[0035] In addition to an IPv6 terminal 5, a DNSv6 serv- 
er 6 for managing domain information In the I Pv6 network 
is connected to the IPv6 network 106. 
[0036] It is now assumed that "1 33. 1 44. 95. 1 01 " has 
been allocated as an IPv4 address to the IPv4 terminal 35 
2 and "1 : : V has been allocated as an IPv6 address to 
the IPv6 terminal 5. It is also assumed that 100 IPv4 
addresses of "133. 144. 95. 1 D to "133. 144, 95. 100" 
have been pooled In the DHCPv4 server 4. It Is also as- 
sumed that the iPv4-iPv6 converting apparatus 1a has <o 
been set as a DNS server into the IPv4 terminal 2 and 
IPv6 terminal 5. Further, it is assumed that the DNSv4 
server 3 and DNSv6 server 6 have been set as DNS 
servers and the DHCPv4 server 4 has been set as a 
DHCP server into the IPv4-iPv6 converting apparatus 1a. 
[0037] In Fig. 3, although the IPv4 network 104 and 
IPv6, network .1 06 are perfectly separated, a similar con- 
struction is also applied to.a case where the IPv4 network 
and IPv6 network physically mixedJy exist in the same 
network. so 
[0038] Figs. 4 and 5 are flowcharts of the operation in 
case of starting a communication from the IPv4 terminal 
2 to the IPv6 terminal 5. 

[0039] Although the IPv4 terminal 2 knows a domain 
name of the IPv6 terminal 5, it doesn't know an IP ad- 55 
dress. As shown in Fig. 4, therefore, after the IPv4 ter- 
minal 2 transmitted an inquiry message (hereinafter, 
called a 'message A') of the IP address corresponding 



to the domain name of the IPv6 terminal 5 to the IPv4- 
IPv6 converting apparatus 1 a via the IPv4 network 104, 
it waits for a response for a predetermined time. 
[0040] The IP transmitting and receiving means 10 of 
the IPv4-IPv6 converting apparatus 1a receives and 
processes the message A and sends it to the DNS sub- 
stituting means 13. The DNS substituting means 13 in- 
structs the IP transmitting and receiving means 10 so as 
to transfer the message A to the DNSv4 server 3, sends 
the message A thereto, and after that, waits for a re- 
sponse for a predetermined time. The IP transmitting and 
receiving means 10 transfers the message A to the 
DNSv4 server 3 via the IPv4 network. 
[0041] The DNSv4 server 3 which received the mes- 
sage A retrieves the domain information of the IPv6 ter- 
minal 5. When it is not registered, however, a response 
to the message A is not returned. 
[0042] The DNS substituting means 13 which didn't 
receive the response from the DNSv4 server 3 even after 
the elapse of a predetermined time instructs the IP trans- 
mitting and receiving means 1 0 so as to transfer the mes- 
sage A to the DNSv6 server 6, sends the message A 
thereto, and after that, waits for a response for a prede- 
termined time. The IP transmitting and receiving means 
10 transfers the message A to the DNSv6 server 6 via 
the IPv6 network. 

[0043] The DNSv6 server 6 which received the mes- 
sage A retrieves the domain information of the IPv6 ter- 
minal 5 and returns the registered domain information of 
the IPv6 terminals to the IPv4-IPv6 converting apparatus 
1a as a response message (hereinafter, referred to as a 
'message B') for the message A. 
[0044] The IP transmitting and receiving means 10 of 
the IPv4-IPv6 converting apparatus 1a which received 
the response from the DNSv6 server 6 within the prede- 
termined time sends the received message B to the DNS 
substituting means 13. The DNS substituting means 13 
obtains the IPv6 address (1 : : 1) corresponding to the 
domain name of the IPv6 terminal 5 from the message 
B and sends it to the IP address conversion information 
holding means 15, The IP address conversion Informa- 
tion holding means 15 retrieves the IP address conver- 
sion table 151 by using the IPv6 address (1 : : 1) of the 
IPv6 terminal 5 as a key. If the relevant entry has been 
registered, the IPv4 address of the entry is returned to 
the DNS substituting means 1 3. On the other hand, when 
the relevant entry is not registered yet, such a fact is 
notified to the DNS substituting means 13. 
[0045] The DNS substituting means 13 which received 
the IPv4 address from the IP address conversion infor- 
mation holding means 15 forms a message (hereinafter, 
referred to as a 'message £') to notify of the IPv4 address 
as an IPv4 address corresponding to the domain name 
of the IPv6 terminal 5 and sends it to the IP transmitting 
and receiving means 1 0. The IP transmitting and receiv- 
ing means 10 transmits the message E to the IPv4 ter- 
minal 2 via the IPv4 network. 

[0046] On the other hand, the DNS substituting means 
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1 3 which received the notification indicating that the entry 
is not registered yet from the IP address conversion In- 
formation holding means 15 instructs the IPv4 address 
capturing means 14 so as to capture the IPv4 address 
and, after that, waits for a response for a predetermined s 
time. The IPv4 address capturing means 14 forms an 
IPv4 address capturing message (hereinafter, called a 
'message C), Instructs the IP transmitting. and receiving 
means 1 0 so as to transfer the message C to the DHCPv4 
server 4, sends the message C thereto, and after that, to 
waits for a response for a predetermined time. The IP 
transmitting and receiving means 1 0 transmits the mes- 
sage C to the DHCPv4 server 4 via the IPv4 network. 
[0047] The DHCPv4 server 4 which received the mes- 
sage C gives the IPv4 address to the IPv6 address (1 : : is 
1) of the IPv6 terminal 5 (it is now assumed that "133. 
144. 95. 1 M has been given) and returns an IPv4 address 
given message (hereinafter, called a 'message D'). 
[0048] The IP transmitting and receiving means 10 
which received the message D sends the message D to 
the IPv4 address capturing means 14. The IPv4 address 
capturing means 14 obtains the IPv4 address (133. 144. 
95. 1) from the message D and notifies the DNS substi- 
tuting means 13. The DNS substituting means 13 forms 
the message E to notify of the IPv4 address (133. 144. 2S 
95. 1) as an IP address corresponding to the domain 
name of the IPv6 terminal 5 and sends it to the IP trans- 
mitting and receiving means 1 0. The IP transmitting and 
receiving means 1 0 transmits the message E to the IPv4 
terminal 2 via the IPv4 network. The DNS substituting so 
means 1 3 sends the IPv4 address (1 33. 1 44. 95. 1 } cap- 
tured from the DHCPv4 server 4 to the IP address con- 
version information holding means 1 5 in correspondence 
to the IPv6 address (1 :: 1) of the IPv6 terminal 5. The 
IP address conversion information holding means 15 35 
forms a new entry Into the IP address conversion table 
1 51 and registers a correspondence of the IPv4 address 
(1 33. 1 44. 95. 1 ) and the I Pv6 address (1 :: 1 ) of the IPv6 
terminal 5. The entry of the IP address conversion table 
151 Is deleted in the case where it Is not referred for a <o 
predetermined time. The IPv4 address (133. 144. 95. 1) 
is returned to the DHCPv4 server 4. 
[0049] As shown in Fig. 5, the I Pv4 terminal 2 transmits 
the IPv4 packet in which the IPv4 address (133. 144. 95. 
1) notified from the IPv4-IPv6 converting apparatus 1a 45 
by the message E has been set into an IPv4 destination 
address field of the IPv4 packet and an own IPv4 address 
(133. 144. 95. 101) has been set into an IPv4 source 
address field to the IPv4-IPv6 converting apparatus 1a 
through the IPv4 network. 50 
[0050] The IP transmitting and receiving means 1 0 of 
the IPv4-IPv6 converting apparatus 1a sends the re- 
ceived IPv4 packet to the IP header converting means 
1 1. The IP header converting means 1 1 extracts the IPv4 
address (1 33. 144.95.101) from the I Pv4 source address 55 
field of the IPv4 packet, converts the IPv4 address into 
an , IPv4-mapped IPv6 address 1 (: : FFFF : 133. 144. 95. 
101) of 128 bits by adding a fixed pattern of 96 bits men- 



tioned above to the IPv4 address, and sets it into an IPv6 
source address field of the IPv6 packet. The IP header 
converting means 11 extracts the IPv4 address (133. 
144. 95. 1 ) from the IPv4 destination address field of the 
IPv4 packet and sends it to the IP address conversion 
information holding means 15. The IP address conver- 
sion information holding means 15 obtains the IPv6 ad- 
dress (1 : : 1) corresponding to the IPv4 address (133. 
144. 95. 1) with reference to the iP address conversion 
table 151 and sends it to the IP header converting means 
11. The IP header converting means 11 sets the IPv6 
address (1 : : 1) into an IPv6 destination address field of 
the IPv6 packet. The IPv6 packet formed by performing 
the IP header conversion as mentioned above is sent to 
the IP transmitting and receiving means 1 0, The IP trans- 
mitting and receiving means 1 0 transmits the IPv6 packet 
to the IPv6 terminal 5 through the IPv6 network. 
[0051] In this manner, the communication from the 
IPv4 terminal 2 to the IPv6 terminal 5 can be started. 
[0052] Figs. 6 and 7 are flowcharts for the operation in 
case of starting a communication from the IPv6 terminal 
5 to the IPv4 terminal 2. 

[0053] Although the IPv6 terminal 5 knows a domain 
name of the IPv4 terminal 2, it doesn't know the IP ad- 
dress. As shown in Fig. 6, therefore, the IPv6 terminal 5 
transmits an inquiry message (hereinafter, called a 'mes- 
sage K') of an IP address corresponding to the domain 
name of the IPv4 terminal 2 to the IPv4-IPv6 converting 
apparatus 1a via the IPv6 network 106 and, after that,, 
waits for a response for a predetermined time. 
[0054] The IP transmitting and receiving means 10 of 
the IPv4-iPv6 converting apparatus 1a receives and 
processes the message K and sends it to the DNS sub- 
stituting means 13. The DNS substituting means 13 in- 
structs the IP transmitting and receiving means 10 so as 
to transfer the message K to the DNSv6 server 6, sends 
the message K thereto, and after that, waits for a re- 
sponse for a predetermined time. The IPtransmittingand 
receiving means 10 transfers the message K to the 
DNSv6 server 6 via the IPv6 network. 
[0055] The DNSv6 server 6 which received the mes- 
sage K retrieves the domain information of the IPv4 ter- 
minal 2. However, when it is not registered, a response 
to the message K is not returned. 
[0056] The DNS substituting means 13 which didn't 
receive the response from the DNSv6 server 6 even after 
the elapse of a predetermined time instructs the IP trans- 
mitting and receiving means 1 0 so as to transfer the mes- 
sage K to the DNSv4 server 3, sends the message K 
thereto, and after that, waits for a response for a prede- 
termined time. The IP transmitting and receiving means 
10 transfers the message K to the DNSv4 server 3 via 
the IPv4 network. 

[0057] The DNSv4 server 3 which received the mes- 
sage K retrieves the domain information of the IPv4 ter- 
minal 2 and returns the registered domain Information of 
the IPv4 terminal 2 to the I Pv4-IPv6 converting apparatus 
1a as a response message (hereinafter, called a 'mes- 
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sage L 1 ) for the message K. 

[0058] The IP transmitting and receiving means 1 0 of 
the IPv4-IPv6 converting apparatus 1a which received 
the response from the DNSv4 server 3 within the prede- 
termined time sends the received message L to the DNS 5 
substituting means 13. The DNS substituting means 13 
obtains the IPv4 address (133. 1 44. 95. 1 01 ) correspond- 
ing to the domain name of the IPv4 terminal 2 from the 
message L. 

[0059] Subsequently, the DNS substituting means 13 w 
sends the IPv6 address (1 : : 1) of the IPv6 terminal 5 to 
the IP address conversion information holding means 1 5. 
The IP address conversion information holding means 
1 5 retrieves the I P address conversion table 1 5 1 by using 
the IPv6 address (1 :: 1 ) of the IPv6 terminal 5 as a key is 
and notifies the DNS substituting means 1 3 of information 
about whether the relevant entry has been registered or 
not 

[0060] The DNS substituting means 1 3 which received 
a notification indicating that the relevant entry is not reg- 20 
istered yet in the IPv6 address (1 : : 1)ofthelPv6 terminal 
5 instructs the IPv4 address capturing means 14 so as 
to capture the IPv4 address and, after that, waits for a 
response for a predetermined time. The IPv4 address 
capturing means 14 forms an IPv4addresscapturemes- 25 
sage (hereinafter, called a 'message M'), Instructs the IP 
transmitting and receiving means 10 so as to transfer the 
message M to the DHCPv4 server 4, sends the message 
M thereto, and after that, waits for a response for a pre- 
determined time. The IP transmitting and receiving 30 
means 1 0 transmits the message M to the DHCPv4 serv- 
er 4 via the IPv4 network. 

[0061 ] The DHCPv4 server 4 which received the mes- 
sage M gives the IPv4 address to the IPv6 address (1 : : 
1) of the IPv6 terminal 5 (It is now assumed that "133. 35 
144. 95. r is given) and returns an IPv4 address given 
message (hereinafter, called a 'message N'). 
[0062] The IP transmitting and receiving means 10 
which received the message N sends the message N to 
the IPv4 address capturing means 1 4. The IPv4 address *o 
capturing means 14 obtains the IPv4 address (1 33. 144. 
95. 1 j from the message N and notifies the DNS substi- 
tuting means 13. The DNS substituting means 13 sends 
the IPv4 address (133.. 144. 95. 1) captured from the 
DHCPv4 server 4 to the IP address conversion informa- 45 
tion holding means 15 in correspondence to the IPv6 
address (1 : : 1) of the IPv6 terminal 5. The IP address 
conversion information holding means 15 forms a new 
entry Into the IP address conversion table 151 and reg- 
isters a correspondence of the IPv4 address (133. 144. so 
95. 1) and the IPv6 address (1 : : 1) of the IPv6 terminal 
5. The entry in the IP address conversion table 151 is 
deleted when it is not referred to for a predetermined time 
and the IPv4 address (133. 144. 95. 1 ) is returned to the 
DHCPv4 server 4. 55 
[0063] When a notification indicating that the relevant 
entry has been registered in the IPv6 address (1 : : 1) of 
the IPv6 terminal 5 is received or when the registration 



of the relevant entry into the IPv6 address (1 : : 1) of the 
I P v6 terminal 5 is completed, the DNS substituting means 
13 forms a message (hereinafter, called a 'message P') 
to notify of an 'lPv4-mapped IPv6 address' (: : FFFF : 
133. 144. 95. 101) in which the IPv4 address (133. 144. 
95. 101) of the IPv4 terminal 2 has been set as an IP 
address corresponding to the domain name of the IPv4 
terminal 2. The DNS substituting means 13 instructs the 
IP transmitting and receiving means 10 so as to transfer 
the message P to the I Pv6 terminal 5 and sends the mes- 
sage P thereto. The IP transmitting and receiving means 
10 transmits the message P to the IPv6 terminal 5 via 
the IPv6 network. 

[0064] As shown in Fig. 7, the IPv6 terminal 5 transmits 
the IPv6 packet In which the I Pv6 address (: : FFFF : 1 33. 
144. 95. 101) notified from the IPv4-IPv6 converting ap- 
paratus 1 a has been set into the IPv6 destination address 
field of the IPv6 packet and the own IPv6 address (1 : : 
1 ) has been set into the I Pv6 source address field to the 
iPv4-IPv6 converting apparatus lathroughthe IPv6 net- 
work. 

[0065] The IP transmitting and receiving means 10 of 
the IPv4-IPv6 converting apparatus 1a sends the re- 
ceived IPv6 packet to the IP header converting means 
11. The IP header converting means 11 extracts the IPv6 
address (: : FFFF : 133. 144. 95. 101) from the IPv6 des- 
tination address field of the IPv6 packet, converts the 
IPv6 address into the IPv4 address (133. 144. 95. 101) 
of 32 bits by deleting the fixed pattern of 96 bits mentioned 
above, and sets the IPv4 address into the IPv4 destina- 
tion address field of the IPv4 packet. The IP header con- 
verting means 1 1 extracts the IPv6 address (1 : : 1) from 
the IPv6 source address field of the IPv6 packet and 
sends it to the IP address conversion information holding 
means 15. The IP address conversion information hold- 
ing means 15 obtains the IPv4 address (133. 144. 95. 1) 
corresponding to the IPv6 address (1 : : 1 ) with reference 
to the IP address conversion table 151 and sends it to 
the IP header converting means 1 1 . The IP header con- 
verting means 11 sets the IPv4 address (133. 144. 95. 
1) into the IPv4 source address field of the IPv4 packet. 
The IPv4packetformed by performing the IP headercon- 
version as mentioned above is sent to the IP transmitting 
and receiving means 10. The IP transmitting and receiv- 
ing means 10 transmits the IPv4 packet to the IPv4 ter- 
minal 2 through the IPv4 network. 
[0066] In this manner, the communication from the 
IPv6 terminal 5 to the IPv4 terminal 2 can be started. 
[0067] Although the case where the IPv4 domain in- 
formation had been registered in the DNSv4 server 3 has 
been described above, the IPv4 domain information can 
be also registered in the DNSv6 server 6. In this case, 
the IPv4~IPv6 converting apparatus 1a captures the IPv4 
domain information by communicating with the DNSv6 
server 6 by using the IPv6 protocol. Similarly, the IPv6 
domain information can be also registered in the DNSv4 
server 3. In this case, the IPv4-IPv6 converting apparatus 
1a captures the IPv6 domain information by communi- 
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eating with the DNSv4 server 3 by using the I Pv4 protocol. 
[0068] Explanation has been made with respect to the 
case where the address conversion is performed solely 
in the address field by addin g or deleting the fixed pattern 
of 96 bits mentioned above or by referring to the IP ad- 
dress conversion table 151. As for the address on the 
terminal side which started the commu nication, however, 
a combination of the address on the terminal side which 
started the communication and the port number of a TCP 
. (T ransmission Control Protocol)/UDP (User Datagram 
Protocol) can be also converted to a combination of an 
address of the I Pv4-I Pv6 converting apparatus and a port 
number of the TCP/UDP by using a method called an IP 
masquerade. 

[0069] Figs. 8 and 9 are flowcharts for operation in an- 
other case of starting a communication from the IPv6 
terminal 5 to the IPv4 terminal 2. This case has a feature 
in that temporary allocation of IPv4 address to the IPv6 
terminal Is performed at the time of actually starting a 
data communication. 

[0070] Although the IPv6 terminal 5 knows a domain 
name of the IPv4 terminal 2, it doesn't know the IP ad- 
dress. As shown in Fig. 8, therefore, the IPv6 terminal 5 
transmits an inquiry message (hereinafter, called a 'mes- 
sage K') of an IP address corresponding to the domain 
name of the IPv4 terminal 2 to the !Pv4-IPv6 converting 
apparatus 1a via the IPv6 network 106 and, after that, 
waits for a response for a predetermined time. 
[0071] The IP transmitting and receiving means 10 of 
the IPv4-IPv6 converting apparatus la receives and 
processes the message K and sends it to the DNS sub- 
stituting means 13. The DNS substituting means 13 in- 
structs the IP transmitting and receiving means 1 0 so as 
to transfer the message K to the DNSv6 server 6, sends 
the message K thereto, and after that, waits for a re- 
sponse for a predetermined time. The IP transmitting and 
receiving means 10 transfers the message K to the 
DNSv6 server 6 via the IPv6 network. 
[0072] The DNSv6 server 6 which received the mes- 
sage K retrieves the domain Information of the IPv4 ter- 
minal 2. However, when it is not registered, a response 
to the message K is not returned, 
[0073] The DNS substituting means 13 which didn't 
receive the response from the DNSv6 server 6 even after 
the elapse of a predetermined time instructs the I P trans- 
mitting and receiving means 1 0 so as to transfer the mes- 
sage K to the DNSv4 server 3, sends the message K 
thereto, and after that, waits for a response for a prede- 
termined time. The IP transmitting and receiving means 
10 transfers the message K to the DNSv4 server 3 via 
the IPv4 network. 

[0074] The DNSv4 server 3 which received the mes- 
sage K retrieves the domain Information of the fpv4 ter- 
minal 2 and returns the registered domain information of 
the IPv4 terminal 2 to the IPv4-IPv6 converting apparatus 
1a as a response message (hereinafter, called a 'mes- 
sage L') for the message K. 

[0075] The IP transmitting and receiving means 1 0 of 



the IPv4-IPv6 converting apparatus 1a which received 
the response from the DNSv4 server 3 within the prede- 
termined time sends the received message L to the DNS 
substituting means 13. The DNS substituting means 13 
s obtains the IPv4 address (133. 144. 95. 1 01 ) correspond- 
ing to the domain name of the IPv4 terminal 2 from the 
message L. 

[0076] The DNS substituting means 1 3 forms a mes- 
sage (hereinafter, called a 'message P') to notify of an 
10 'IPv4-mapped IPv6 address' (: : FFFF: 133. 144. 95. 
1 01 ) In which the IPv4 address (1 33. 1 44. 95. 1 01 ) of the 
IPv4 terminal 2 has been set as an IP address corre- 
sponding to the domain name of the IPv4 terminal 2. The 
DNS substituting means 13 instructs the IP transmitting 
15 and receiving means 1 0 so as to transfer the message 
P to th e I Pv6 terminal 5 and sends the message P thereto. 
The IP transmitting and receiving means 10 transmits 
the message P to the I Pv6 terminal 5 via the I Pv6 network. 
[0077] As shown in Fig. 9, the I Pv6 terminal 5 transmits 
20 the IPv6 packet in which the IPv6 address (; : FFFF : 133. 
144. 95. 101) notified from the IPv4-IPv6 converting ap- 
paratus 1 a has been set into the IPv6 destination address 
field of the IPv6 packet and the own IPv6 address (1 : : 
1 ) has been set into the IPv6 source address field to the 
25 !Pv4-lpv6 converting apparatus 1 a through the I Pv6 net- 
work. 

[0078] The IP transmitting and receiving means 10 of 
the IPv4-IPv6 converting apparatus 1a sends the re- 
ceived IPv6 packet to the IP header converting means 
30 1 1 . The IP header converting means 1 1 extracts the IPv6 
address (: : FFFF : 133. 144. 95. 10l)fromthe Ipv6 des- 
tination address field of the IPv6 packet, converts the 
IPv6 address into the IPv4 address (133. 144. 95. 101) 
of 32 bits by deleting the fixed pattern of 96 bits mentioned 
35 above, and sets the IPv4 address into the IPv4 destina- 
tion address field of the l Pv4 packet The IP header con- 
verting means 1 1 extracts the IPv6 address (1 : : 1 ) from 
the IPv6 source address field of the IPv6 packet and 
sends It to the IP address conversion information holding 
^0 means 1 5. 

[0079] The IP address conversion information holding 
means 15 retrieves the IP address conversion table 151 
by using the IPv6 address (1 : : 1) of the IPv6 terminal 5 
as a key and notifies the IP header converting means 1 1 
45 of a result indicating whether the relevant entry has been 
registered or not. 

[0080] The IP header converting means 11 which re- 
ceived the notification that the re\evant entry is not reg- 
istered yet in the IPv6 address (1 : :1)ofthelPv6terminal 
so 5 instructs the IPv4 address capturing means 14 so as 
to capture the IPv4 address and, after that, waits for a 
reply for a predetermined time. The IPv4 address cap- 
turing means 14 forms an IPv4 address capturing mes- 
sage (hereinafter, referred to as a "message M"), in- 
55 structs the IP transmitting and receiving means 1 0 s as 
to transfer the message M to the DHCPv4 server 4, sup- 
plies the message M thereto, and after that, waits for a 
reply for a predetermined time. The IP transmitting and 



25 



30 



35 



AO 



45 



50 



15 



EP 0 840 482 B1 



16 



receiving means 10 transmits the message M to the 
DHCPv4 server 4 via the IPv4 network. 
[0081 J The DHCPv4 server 4 which received the mes- 
sage M gives the IPv4 address to the IPv6 address (1 : : 
1) of the IPv6 terminals 5 (it is now assumed that 133. 5 
144. 95. 1 was given) and returns an IPv4 address given 
message (hereinafter, referred to as a "message N M ). 
[0082] The IP transmitting and receiving means 10 
which received the message N transmits the message 
N to the IPv4 address capturing means 14. The IPv4 w 
address capturing means 14 obtains the IPv4 address 
(133. 1 44. 95. 1) from the message N and notifies the IP 
header converting means 11, The IP header converting 
means 11 transmits the IPv4 address (133. 144. 95. 1) 
captured from the DHCPv4 server 4 to the IP address is 
conversion information holding means 15 so as to cor- 
respond to the IPv6 address (1 : : 1 ) of the IPv6 terminal 
5. The IP address conversion information holding means 
1 5 forms a new entry into the I P address conversion table 
151 and registers the correspondence between the IPv4 20 
address (133. 144. 95. 1) and the IPv6 address (1 : : 1) 
of the IPv6 terminal 5. The entry of the IP address con- 
version table 151 Is deleted when it is not referred to for 
a predetermined time. The IPv4 address (133. 144. 95. 
1 ) is returned to the DHCPv4 server 4. & 
[0083] When a notification that the corresponding en- 
try has been registered in the IPv6 address (1 : : 1) of 
the IPv6 terminal 5 is received or when the registration 
of the corresponding entry into the IPv6 address (1 : : 1) 
of the IPv6 terminal 5 is completed, the IP header con- 30 
verting means 11 sets the IPv4 address (133. 144. 95. 
1) into the IPv4 source address field of the IPv4 packet. 
The IPv4 packet formed by performing the IP headercon- 
version as mentioned above is sent to the IP transmitting 
and receiving means 1 0. The I P transmitting and receiv- 35 
ing means 1 0 transmits the IPv4 packet to the IPv4 ter- 
minal 2 through the IPv4 network. 
[0084] In this manner, the communication from the 
IPv6 terminal 5 to the IPv4 terminal 2 can be started. 
[0085] Figs, 1 2 and 1 3 are f fowcharts for operation in *o 
another case of starting a communication from the IPv4 
terminal 2 to the IPv6 terminal 5. This case has a feature 
in that "IPv4-mapped IPv6 address" is not used. 
[0086] Although the IPv4 terminai 2 knows a domain 
name of the IPv6 terminal 5, it doesn't know an IP ad- 
dress. As shown in Rg. 12, therefore, after the IPv4 ter- 
minal 2 transmitted an inquiry message (hereinafter, 
called a 'message A') of the IP address corresponding 
to the domain name of the IPv6 terminal 5 to the IPv4- 
IPv6 converting apparatus 1 a via the IPv4 network 104, so 
it waits for a response for a predetermined time. 
[0087] The IP transmitting and receiving means 10 of 
the IPv4-lpv6convertlngapparatus 1a receives and proc- 
essesthe message Aandsends it to the DNS substituting 
means 1 3. The DNS substituting means 1 3 instructs the 55 
IP transmitting and receiving means 10 so as to transfer 
the message A to the DNSv4 server 3, sends the mes- 
sage A thereto, and after that, waits for a response for a 



predetermined time. The IP transmitting and receiving 
means 1 0 transfers the message A to the DNSv4 server 
3 via the IPv4 network. 

[0088] The DNSv4 server 3 which received the mes- 
sage A retrieves the domain information of the IPv6 ter- 
minal 5. When it is not registered, however, a response 
to the message A is not returned. 
[0089] The DNS substituting means 13 which didn't 
receive the response from the DNSv4 server 3 even after 
the elapse of a predetermined time instructs the IP trans- 
mitting and receiving means 1 0 so as to transferee mes- 
sage A to the DNSv6 server 6, sends the message A 
thereto, and after that, waits for a response for a prede- 
termined time. The IP transmitting and receiving means 
10 transfers the message A to the DNSv6 server 6 via 
the IPv6 network. 

[0090] The DNSv6 server 6 which received the mes- 
sage A retrieves the domain information of the IPv6 ter- 
minal 5 and returns the registered domain Information of 
the IPv6 terminal 5 to the IPv4-} Pv6 converting apparatus 
1 a as a response message (hereinafter, referred to as a 
'message B') for the message A. 
[0091] The IP transmitting and receiving means 10 of 
the IPv4-IPv6 converting apparatus 1a which received 
the response from the DNSv6 server 6 within the prede- 
termined time sends the received message B to the DNS 
substituting means 13. The DNS substituting means 13 
obtains the IPv6 address (1 : : 1) corresponding to the 
domain name of the IPv6 terminal 5 from the message 
B and sends it to the IP address conversion information 
holding means 15. The IP address conversion informa- 
tion holding means 15 retrieves the IP address conver- 
sion table 151 by using the IPv6 address (1 : : 1) of the 
IPv6 terminal 5 as a key. If the relevant entry has been 
registered, the IPv4 address of the entry is returned to 
the DNS substituting means 1 3. On the other hand, when 
the relevant entry is not registered yet, such a fact is 
notified to the DNS substituting means 13. 
[0092] The DNS substituting means 13 which received 
the IPv4 address from the Ip address conversion infor- 
mation holding means 15 forms a message (hereinafter, 
referred to as a 'message E')to notify of the IPv4 address 
as an IPv4 address corresponding to the domain name 
of the IPv6 terminal 5 and sends it to the IP transmitting 
and receiving means 1 0. The IP transmitting and receiv- 
ing means 10 transmits the message E to the IPv4 ter- 
minal 2 via the IPv4 network. 
[0093] On the other hand, the DNS substituting means 
1 3 which received the notif Ication indicating that the entry 
is not registered yet from the IP address conversion in- 
formation holding means 15 instructs the IPv4 address 
capturing means 14 so as to capture the IPv4 address 
and, after that, waits for a response for a predetermined 
time. The IPv4 address capturing means 14 forms an 
IPv4 address capturing message (hereinafter, called a 
'message C*) instructs the IP transmitting and receiving 
means 1 0 so as to transfer the message C to the DHCPv4 
server 4, sends the message C thereto, and after that, 
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waits for a response for a predetermined time. The IP 
transmitting and receiving means 10 transmits the mes- 
sage C to the DHCPv4 server 4 via the IPv4 network. 
[0094] The DHCPv4 serve 4 which received the mes- 
sage C gives the IPv4 address to the IPv6 address (1 : : 5 
1) of the IPv6 terminal 5 (it is now assumed that M 133. 
144. 95. 1" has been given) and returns an IPv4 address 
given message (hereinafter, called a 'message 0'). 
[0095J The IP transmitting and receiving means 10 
which received the message D sends the message D to w 
the IPv4 address capturing means 14. The IPv4 address 
capturing means 14 obtains the IPv4 address (133. 144. 
95. 1) from the message D and notifies the DNS substi- 
tuting means 13. The DNS substituting means 13 forms 
the message E to notify of the IPv4 address (133. 144, 15 
95. 1) as an IP address corresponding to the domain 
name of the IPv6 terminal 5 and sends it to the IP trans- 
mitting and receiving means 1 0. The IP transmitting and 
receiving means 1 0 transmits the message E to the IPv4 
terminal 2 via the IPv4 network. The DNS substituting 20 
means 1 3 sends the IPv4 address (1 33. 1 44. 95. 1 ) cap- 
tured from the DHCPv4 server 4 to the IP address con- 
version information holding means 1 5 in correspondence 
to the IPv6 address (1 : : 1) of the IPv6 terminal 5. The 
IP address conversion information holding means 15 & 
forms a new entry into the IP address conversion table 
1 51 and registers a correspondence of the IPv4 address 
(133. 144. 95. 1) andthe IPv6 address (1 : : 1) of the IPv6 
terminal 5. The entry of the IP address conversion table 
151 is deleted in the case where it is not referred for a so 
predetermined time. The IPv4 address (1 33. 1 44. 95. 1) 
Is returned to the DHCPv4 server 4. 
[0096] As shown in Fig. 1 3, the I Pv4 terminal 2 trans- 
mits the IPv4 packet in which the IPv4 address(133. 144. 
95, 1) notified from the IPv4-lPv6 converting apparatus 35 
1 a by the message E has been set into an IPv4 destina- 
tion address field of the IPv4 packet and an own IPv4 
address (133. 144. 95. 101) has been set into an IPv4 
source address field to the IPv4-IPv6 converting appa- 
ratus 1a through the IPv4 network. <o 
[0097] The IP transmitting and receiving means 10 of 
the IPv4- IPv6 converting apparatus 1a sends the re- 
ceived IPv4 packet to the IP header converting means 
1 1 . The IP header converting means 1 1 extracts the IPv4 
address (133. 144.95. 101) from the IPv4 source address & 
field of the IPv4 packet, and sends it to the IP address 
conversion information holding means 15. The IP ad- 
dress conversion information holding means 15 retrieves 
the IP address conversion table 151 by using the IPv4 
address (133. 144. 95. 101) of the IPv4 terminal 2 as a so 
key. When the relevant entry has been registered, the 
IPv6 address of the entry is returned to the IP header 
converting means 1 1. On the other hand, If the relevant 
entry is not registered yet, such a fact is notified to the 
IP header converting means 11. 55 
[0098] The IP header converting means 1 1 which re- 
ceived the notification that the entry is not registered from 
the IP address conversion information holding means 15 



instructs the IPv6 address capturing means 20 so as to 
capture the IPv6 address and, after that, waits for a reply 
for a predetermined time. The IPv6 address capturing 
means 20 forms an IPv6 address capturing message 
(hereinafter, referred to as a "message 06"), instructs 
the IP transmitting and receiving means 1 0 so as to trans- 
fer the message C6 to the DHCPv6 server 7 (Fig. 11), 
supplies the message C6 thereto, and after that, waits a 
replay for a predetermined time. The IP transmitting and 
receiving means 10 transmits the message C6 to the 
DHCPv6 server 7 via the IPv6 network. 
[0099] The DHC Pv6 server 7 which received the mes- 
sage C6 gives the I Pv6 address to the I Pv4 address ( 1 33. 
144. 95. 1 01) of the IPv4 terminal 2 (It is now assumed 
that 1 : : 101 was given) and returns an IPv6 address 
given message (hereinafter, referred to as a "message 
D6 U ). 

[0100] The IP transmitting and receiving means 10 
which received the message D6 supplies the message 
D6 to the IPv6 address capturing means 20 (Fig. 10). 
The IPv6 address capturing means 20 obtains an IPv6 
address (1 : : 101) from the message D6 and notifies the 
IP header converting means 1 1 . 
[0101] The IP header converting means 1 1 transmits 
the IPv6 address (1 : : 101) captured from the DHCPv6 
server 7 to the I P address conversion information holding 
means 1 5 so as to correspond to the IPv4 address (133. 
1 44. 95. 1 0 1 ) of the IPv4 terminal 2. The IP address con- 
version information holding means 15 forms a new entry 
into the IP address conversion table 151 and registers a 
correspondence between the IPv6 address (1 : : 101) 
and the IPv4 address (133. 144. 95. 101) of the IPv4 
terminal 2, The entry In the IP address conversion table 
151 is deleted when it is not referred to for a predeter- 
mined time. The IPv6 address (1 :: 101) is returned to 
the DHCPv6 server 7. 

[01 02] When a notification that the relevant entry has 
been registered in the IPv4 address (133, 144. 95. 101) 
of the IPv4 terminal 2 is received or when the registration 
of the relevant entry into the IPv4 address (133. 144, 95. 
1 01 ) of the IPv4 terminal 2 is completed, the IPv6 address 
(1 : : 101) of the relevant entry is set into an IPv6 trans- 
mission address field of the IPv6 packet. The IP header 
converting means 11 extracts the IPv4 address (133. 
144. 95. 1) from the IPv4 destination address field of the 
IPv4 packet and sends it to the IP address conversion 
information holding means 15. The IP address conver- 
sion information holding means 15 obtains the IPv6 ad- 
dress (1 : : 1) corresponding to the IPv4 address (133. 
144. 95. 1) with reference to the IP address conversion 
table 1 5 1 and sends it to the IP header converting means 
11. The IP header converting means 11 sets the IPv6 
address (1 : : 1) into an IPv6 destination address field of 
the IPv6 packet. The IPv6 packet formed by performing 
the IP header conversion as mentioned above is sent to 
the IP transmitting and receiving means 1 0. The IP trans- 
mitting and receiving means 10 transmits the IPv6 packet 
to the IPv6 terminal 5 through the IPv6 network. 
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[0103] In this manner, the communication from the 
IPv4 terminal 2 to he IPv6 terminal 5 can be started. 
[0104] Figs. 14 and 15 are flowcharts for operation in 
another case of starting a communication from the IPv6 
terminal 5tothe IPv4 terminal 2. Thiscase has the feature 5 
in that the u iPv4-mapped IPv6 address" Is not used, 
[0105] Although the IPv6 terminal 5 knows a domain 
name of the IPv4 terminal 2, It doesn't know the IP ad- 
dress. As shown in Fig. 14, therefore, the IPv6 terminal 
5 transmits an inquiry message (hereinafter, called a 
'message K) of an IP address corresponding to the do- 
main name of the IPv4 terminal 2 to the IPv4-IPv6 con- 
verting apparatus 1a via the IPv6 network 106 and, after 
that, waits for a response for a predetermined time. 
[01 06] The IP transmitting and receiving means 1 0 of 
the IPv4-IPv6 converting apparatus 1a receives and 
processes the message K and sends it to the DNS sub- 
stituting means 13. The DNS substituting means 13 in- 
structs the IP transmitting and receiving means 1 0 so as 
to transfer the message K to the DNSv6 server 6, sends 
the message K thereto, and after that, waits for a re- 
sponse for a predetermined time. The I P transmitting and 
receiving means 10 transfers the message K to the 
DNSv6 server 6 via the IPv6 network: 
[0107] The DNSv6 server 6 which received the mes- 
sage K retrieves the domain information of the IPv4 ter- 
minal 2. However, when it is not registered, a response 
to the message K is not returned. 
[0108] The DNS substituting means 13 which didn't 
receive the response from the DNSv6 server 6 even after 
the elapse of a predetermined time instructs the IP trans- 
mitting and receiving means 10 so as to transfer the mes- 
sage K to the DNSv4 server 3, sends the message K 
thereto, and after that, waits for a response for a prede-. 
termined time. The IP transmitting and receiving means 
10 transfers the message K to the DNSv4 server 3 via 
the IPv4 network. 

[0109] The DNSv4 server 3 which received the mes- 
sage K retrieves the domain information of the IPv4 ter- 
minal 2 and returns the registered domain information of 
the IPv4 terminal 2tothe I Pv4-iPv6 converting apparatus 
1a as a response message (hereinafter, called a 'mes- 
sage L') for the message K. 

[0110] The IP transmitting and receiving means 10 of 
the !Pv4-iPv6 converting apparatus 1a which received 
the response from the DNSv4 server 3 within the prede- 
termined time sends the received message L to the DNS 
substituting means 13. The DNS substituting means 13 
obtains the IPv4 address (133. 144.95. 101) correspond- 
ing to the domain name of the IPv4 terminal 2 from the 
message L 

[0111] Subsequently, the DNS substituting means 1 3 
sends the IPv4 address (133. 144. 95. 101 ) of the IPv4 
terminal 2 to the IP address conversion Information hold- 
ing means 15. The IP address conversion information 
holding means 15 retrieves the IP address conversion 
table 151 by using the IPv4 address (133. 144. 95. 1 01) 
of the IPv4 terminal 2 as a key and notifies the DNS sub- 



stituting means 13 of information about whether the rel- 
evant entry has been registered or not. 
[0112] The DNS substituting means 13 which received 
a notification indicating that the relevant entry is not reg- 
istered yet in the IPv4 address (1 33. 1 44. 95. 1 01 ) of the 
IPv4 terminal 2 instructs the IPv6 address capturing 
means 20 so as to capture the IPv6 address and, after 
that, waits for a response for a predetermined time. The 
IPv6 address capturing means 20 forms an IPv6 address 
capture message (hereinafter, called a 'message M6'), 
Instructs the IP transmitting and receiving means 10 so 
as to transfer the message M to the DHCPvG server 7, 
sends the message M thereto, and after that, waits for a 
response for a predetermined time. The IP transmitting 
and receiving means 1 0 transmits the message M6 to 
the DHCPv6 server 7 via the IPv6 network. 
[0113] The DHCPv6 server 7 which received the mes- 
sage M 6 gives the I Pv6 address to the I Pv4 address ( 1 33. 
144. 95. 101) of the IPv4 terminal 2 (it is now assumed 
thatM : : 101" isgiven)andreturnsanlPv6addressgiven 
message (hereinafter, called a 'message N6'). 
[0114] The IP transmitting and receiving means 10 
which received the message N6 sends the message N6 
to the IPv6 address capturing means 20. The IPv6 ad- 
dress capturing means 20 obtains the IPv6 address (1 : : 
101) from the message N6 and notifies the DNS substi- 
tuting means 13. The DNS substituting means 13 sends 
the IPv6 address (1 : 101) captured from the DHCPv6 
server 7 to the I P address conversion information holding 
means 15 in correspondence to the IPv4 address (133. 
144. 95. 101) of the IPv4 terminal 2. The IP address con- 
version information holding means 15 forms a new entry 
into the IP address conversion table 1 51 and registers a 
correspondence of the IPv6 address (1 : : 101) and the 
IPv4 address (133. 144. 95. 101) of the IPv4 terminal 2. 
The entry in the IP address conversion table 151 is de- 
leted when it is not referred to for a predetermined time 
and the IPv6 address (1 :: 101) is returned to the 
DHCPv6 server 7. 

[01 1 5] When a notification indicating that the relevant 
entry has been registered in the IPv4 address (133. 144. 
95. 101 ) of the IPv4 terminal 2 is received or when the 
registration of the relevant entry into the IPv4 address 
(133. 144. 95. 101) of the IPv4 terminal 2 is completed, 
the DNS substituting means 13 forms a message (here- 
inafter, called a 'message P') to notify of the IPv6 address 
(1 : : 101) corresponding to the IPv4 address (133. 144. 
95. 101) of the IPv4 terminal 2 as an IP address corre- 
sponding to the domain name of the IPv4 terminal 2. The 
DNS substituting means 13 instructs the IP transmitting 
and receiving means 1 0 so as to transfer the message 
PtothelPv6termlnai5andsendsthemessagePthereto. 
The IP transmitting and receiving means 10 transmits 
the message P to the I Pv6 terminal 5 via the I Pv6 n etwork. 
[0116] As shown in Fig. 15, the IPv6 terminal 5 trans- 
mits the IPv6 packet in which the IPv6address(1 : : 101) 
notified from the IPv4-IPv6 converting apparatus 1a has 
been set into the IPv6 destination address field of the 
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IPv6 packet and the own IPv6 address (1 : ; 1 ) has been 
set Into the IPv6 source address field to the IPv4-IPv6 
converting apparatus 1a through the IPv6 network. 
[0117] The IP transmitting and receiving means 1 0 of 
the IPv4-IPv6 converting apparatus 1a sends the re- 
ceived IPv6 packet to the IP header converting means 
1 1 . The IP header converting means 1 1 extracts the IPv6 
address (1 : : 101) from the IPv6 destination address field 
of the Ipv6 packet, and supplies it to the I P address con- 
version information holding means 16. The IP address 
conversion information holding, means 15 obtains the 
IPv4 address (133. 144. 95. 101) corresponding to the 
IPv6 address (1 : : 101) with reference to the IP address 
conversion table 1 51 and transmits to the IP header con- 
verting means 1 1. The IP header converting means 11 
sets the IPv4 address (133. 144. 95. 1 01) into the IPv4 
destination address field of the IPv4 packet. The IP head- 
er converting means 1 1 extracts the IPv6 address (1 : : 
1 ) from the IPv6 source address field of the IPv6 packet 
and sends it to the IP address conversion information 
holding means 15. 

[01 18] The IP address conversion information holding 
means 1 5 retrieves the IP address conversion table 151 
by using the IPv6 address (1 : : 1) of the IPv6 terminal 5 
as a key and notifies the IP header converting means 1 1 
of a result indicating whether the relevant entry has been 
registered or not. 

[0119] The IP header converting means 1 1 which re- 
ceived the notification that the relevant entry is not reg- 
istered yet in the IPv6 address (1 : : 1) of the IPv6 terminal 
5 instructs the IPv4 address capturing means 14 so as 
to capture the Ipv4 address and, after that, waits for a 
reply for a predetermined time. The IPv4 address cap- 
turing means 14 forms an IPv4 address capturing mes- 
sage (hereinafter, referred to as a "message M"), In- 
structs the IP transmitting and receiving means 1 0 so as 
to transfer the message M to the DHCPv4 server 4, sup- 
plies the message M thereto, and after that, waits for a 
reply for a predetermined time. The IP transmitting and 
receiving means 10 transmits the message M to the 
DHCPv4 server 4 via the IPv4 network. 
[01 20] The DHCPv4 server 4 which received the mes- 
sage M gives the IPv4 address to the IPv6 address (1 : : 
t) of the IPv6 terminal 5 (it is now assumed that 133. 
144. 95. 1 was given) and returns an IPv4 address given 
message (hereinafter, referred to as a "message N"). 
[0121] The IP transmitting and receiving means 10 
which received the message N transmits the message 
N to the IPv4 address capturing means 14. The IPv4 
address capturing means 14 obtains the IPv4 address 
(133. 144. 95. 1) from the message N and notifies the IP 
header converting means 1 1 . The IP header converting 
means 11 transmits the IPv4 address (133. 144. 95. 1) 
captured from the DHCPv4 server 4 to the IP address 
conversion information holding means 15 so as to cor- 
respond to the IPv6 address (1 : : 1) of the IPv6 terminal 
5. The IP address conversion information holding means 
1 5 forms a new entry Into the I P address conversion table 



151 and registers the correspondence between the IPv4 
address (133. 144. 95. 1) and the IPv6 address (1 : : 1) 
of the IPv6 terminal 5. The entry of the IP address con- 
version table 151 is deleted when ft is not referred to for 

5 a predetermined time. The IPv4 address (133. 144. 95. 
1) is returned to the DHCPv4 server 4. 
[01 22] When a notification that the corresponding en- 
try has been registered in the IPv6 address (1 : : 1) of 
the IPv6 terminal 5 is received or when the registration 

»o of the corresponding entry into the IPv6 address (1 : : 1) 
of the IPv6 terminal 5 is completed, the IP header con- 
verting means 11 sets the IPv4 address (133. 144. 95. 
1) into the IPv4 source address field of the IPv4 packet. 
The IPv4 packetformed by performing the IP header con- 

15 version as mentioned above is sent to the I P transmitting 
and receiving means 10. The IP transmitting and receiv- 
ing means 1 0 transmits the IPv4 packet to the IPv4 ter- 
minal 2 through the Ipv4 network. 
[0123] In this manner, the communication from the 

20 IPv6 terminal 5 to the IPv4 terminal 2 can be started. 

(B) Second embodiment 

[0124] Fig. 1 6 is a constructional diagram of an IPv4- 
25 IPv6 converting apparatus 1b according to the second 
embodiment of the invention. 
[0125] The IPv4-lPv6 converting apparatus 1b has a 
construction obtained by adding IPv4 address poo! 
means 16 to the IPv4-IPv6 converting apparatus 1a of 
30 Fig. 1. 

[0126] At the time of an activation or the like of the 
IPv4-IPv6 converting apparatus 1b, the IPv4 address 
capturing means 1 4 captures a plurality of IPv4 address- 
es in a lump from the DHCPv4 server 4 and pools them 
35 into the IPv4 address pool means 1 6. At the start of the 
communication between the IPv4 terminal 2 and IPv6 
terminal 5, the IPv4 address capturing means 14 obtains 
the IPv4 addresses from the IPv4 address pool means 
16. 

40 [0127] By using the !Pv4-IPv6 converting apparatus 
1 b, a load of the IPv4 network 1 04 can be reduced more 
than the case of capturing the IPv4 addresses one by 
one from the DHCPv4 server 4. 



[0128] Fig. 1 7 is a constructional diagram of an IPv4- 
IPv6 converting apparatus 1c according to the third em- 
bodiment of the invention. 

so [0129] The IPv4-IPv6 converting apparatus 1c has a 
construction obtained by providing DHCPv4 server 
means 1 7 in place of the IPv4 address capturing means 
14 of the IPv4-IPv6 converting apparatus 1a of Fig. 1 . 
[0130] By using the IPv4-IPv6 converting apparatus 

55 ic, there is no need to individually provide the DHCPv4 
server 4. 



<s (C) Third embodiment 
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(D) Fourth embodiment 

[0131] Fig. 1 8 is a constructional diagram of an IPv4- 
IPv6 converting apparatus 1 d according to the fourth em- 
bodiment of the invention. 

[0132] The IPv4-IPv6 converting apparatus 1d has a 
construction obtained by adding DNSv4 server means 
18 and DNSv6 server means 19 to the IPv4-IPv6 con- 
verting apparatus 1a of Fig. 1. 
[01 33 J By using the IPv4-IPv6 converting apparatus 
1d, there is no need to individually provide the DNSv4 
server 3 and DNSv6 server 6. 

(E) Fifth embodiment 

[01 34] The fifth embodiment will now be described by 
using Figs. 19, 20, and 21. 

[0135] Fig. 19 is a diagram of a communication net- 
work system 108 in which the IPv6 network 106 and an 
IPv6 network 107 are connected through the IPv4 net- 
work 104. The communication network system 108 has 
a construction obtained by adding the IPv6 network 1 07 
to the communication network system 100 of Fig. 3. The 
IPv6 network 107 Is connected to the IPv4 network 104 
by an IPv4-IPv6 converting apparatus 111. 
[0136] In addition to an IPv6 terminal 1 15, a DNSv6 
server 116 for managing domain information in the IPv6 
network 1 07 is connected to the IPv6 network 1 07. 
[0137] ft is now assumed that (2 : : 1) has been allo- 
cated as an IPv6 address to the IPv6 terminal 115. in 
addition to 100 IPv4 addresses of "133. 144. 95. 1" to 
"133. 144. 95. 100", 100 IPv4 addresses of "133. 144. 
96. r to "133. 144. 96. 100" have been pooied in the 
DHCPv4 server 4. It Is also assumed that the IPv4-IPv6 
converting apparatus 1 1 1 has been set as a DNS server 
in the IPv6 terminal 115. It is assumed that the DNSv6 
server 116 has been set as a DNS server and the 
DHCPv4 server 4 has been set as a DHCP server into 
the IPv4-IPv6 converting apparatus 111. It Is also as- 
sumed that the IPv4-!Pv6 converting apparatus 1 1 1 has 
been set as a DNS server of an upper domain into an 
IPv4-.IPv6 converting apparatus 1. 
[0138] Figs. 20 and 21 are flowcharts for the operation 
in case of starting a communication from the IPv6 termi- 
nal 5 to the IPv6 terminal 1 1 5. 
[0139] Although the IPv6 terminal 5 knows a domain 
name of the IPv6 terminal 115, it doesn't know an IP 
address. Therefore, as shown in F)g.20, the IPv6 terminal 
5 transmits an inquiry message (hereinafter, called a 
'message Q') of the IP address corresponding to the do- 
main name of the IPv6 terminal 1 15 to the IPv4- IPv6 con- 
verting apparatus 1 via the IPv6 network 106 and, after 
that, waits for a response for a predetermined time. 
[0140] . The IP transmitting and receiving means 10 of 
the IPv4-IPv6 converting apparatus 1 receives and proc- 
esses the message Q and sends it to the DNS substitut- 
ing means 13. The DNS substituting means 13 instructs 
the IP transmitting and receiving means 1 0 so as to trans- 



ferthe message Q to the !Pv4-l Pv6 converting apparatus 
1 11, sends the message Q thereto, and after that, waits 
for a response for a predetermined time. The IP trans- 
mitting and receiving means 10 transfers the message 
5 Q to the I Pv4-IPv6 converting apparatus 1 11 via the IPv4 
network. 

[0141] The IP transmitting and receiving means 10 of 
the IPv4-!Pv6 converting apparatus 111 receives and 
processes the message Q and sends it to the DNS sub- 

10 stituting means 13. The DNS substituting means 13 in- 
structs the IP transmitting and receiving means 1 0 so as 
to transfer the message Q to the DNSv6 server 116, 
sends the message Q thereto, and after that, waits for a 
response for a predetermined time. The IP transmitting 

*s and receiving means 1 0 transfers the message Q to the 
DNSv6 server 1 16 via the IPv6 network. 
[0142] The DNSv6 server 1 1 6 which received the mes- 
sage Q retrieves domain information of the IPv6 terminal 
115 and returns the registered domain information of the 

^0 IPv6 terminal 11 5 to the IPv4-IPv6 converting apparatus 
1 1 1 as a response message (hereinafter, called a 'mes- 
sage FT) for the message Q. 
[0143] The IP transmitting and receiving means 10 of 
the IPv4-IPv6 converting apparatus 1 1 1 which received 

25 the response from the DNSv6 server 116 within a pre- 
determined time sends the received message R to the 
DNS su bstituting means 1 3 . The DNS substituting means 
13 obtains an IPv6 address (2 : : 1) corresponding to the 
domain name of the IPv6 terminal 1 15 from the message 

30 r and sends 'rt to the IP address conversion information 
holding means 15. The IP address conversion informa- 
tion holding means 15 retrieves the IP address conver- 
sion table 151 by using the IPv6 address (2 : : 1) of the 
IPv6 terminal 1 1 5 as a key. If the relevant entry has been 

35 registered, the holding means 15 returns the IPv4 ad- 
dress of the entry to the DNS substituting means 1 3. On 
the other hand, if the relevant entry is not registered yet, 
such a fact is notified to the DNS substituting means 13. 
[0144] The DNS substituting means 1 3 which received 

*Q the IPv4 address from the IP address conversion Infor- 
mation holding means 15 forms a message (hereinafter, 
called a 'message IP) to notify of the IPv4 address as an 
IPv4 address corresponding to the domain name of the 
IPv6 terminal 115 and sends the message U to the IP 

45 transmitting and receiving means 1 0. The I P transmitting 
and receiving means 1 0 transmits the message U to the 
IPv4-IPv6 converting apparatus 1 via the IPv4 network. 
[0145] The DNS substituting means 1 3 which received 
the notification that the entry is not registered yet from 

so the IP address conversion information holding means 1 5 
instructs the IPv4 address capturing means 14 so as to 
capture the IPv4 address and, after that, waits for a re- 
sponse for a predetermined time. The IPv4 address cap- 
turing means 14 forms an IPv4 address capturing mes- 

55 sage (hereinafter, called a 'message S'), instructs the IP 
transmitting and receiving means 1 0 so as to transfer the 
message S to the DHCPv4 server 4, sends the message 
S thereto, and after that, waits for a response for a pre- 
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determined time. The IP transmitting and receiving 
means 1 0 transmits the message S to the OHC Pv4 server 
'4 via the IPv4 network. 

[0146] The DHCPv4 server 4 which received the mes- 
sage's gives the IPv4 address to the IPv6 address (2 : : s 
1) of the IPv6 terminal 1 15 (It is now assumed that °1 33. 
'144. 96. -1" is given) and returns an IPv4 address given 
message (hereinafter, called a 'message T). 
[0147] The IF* transmitting and receiving means 10 
' which received the message T sends the message T to 10 
the IPv4 address capturing means 14. The IPv4 address 
capturing means 14 obtains the IPv4 address (133. 144. 
96. 1) from the message T and notifies the DNS substi- 
tuting means 13. The DNS substituting means 13 forms 
the message (J to notify of the IPv4 address (1 33. 1 44. '5 
96. 1) as an IP address corresponding to the domain 
name of the IPv6 terminal 115 and sends it to the IP 
transmitting and receiving means 10. The IP transmitting 
and receiving means 1 0 transmits the message U to the 
IPv4-IPv6 converting apparatus 1 via the IPv4 network. 20 
The DNS substituting means 1 3 sends the IPv4 address 
(133. 144. 96. 1) captured from the DHCPv4 server 4 to 
the IP address conversion information holding means 15 
in correspondence to the IPv6 address (2 : : 1) of the 
IPv6 terminal 1 15. The IP address conversion informa- 25 
tion holding means 15 forms a new entry into the IP ad- 
dress conversion table 151 and registers a correspond- 
ence of the IPv4 address (133. 144. 96. 1) and the IPv6 
address (2 : : 1) of the IPv6 terminal 115. The entry in 
the IP address conversion table 151 is deleted when it 30 
is not referred to for a predetermined time. The IPv4 ad- 
dress (133. 144. 96. 1) is returned to the DHCPv4 server 
4. 

[01 48] The IP transmitting and receiving means 1 0 of 
the IPv4-IPv6 converting apparatus 1 which received the 35 
response from the IPv4-IPv6 converting apparatus 1 1 1 
within the predetermined time sends the received mes- 
sage U to the DNS substituting means 1 3. The DNS sub- 
stituting means 13 obtains the IPv4 address (133. 144. 
96. 1) corresponding to the domain name of the IPv6 *o 
terminal 1 1 5 from the message U. The DNS substituting 
means 13 forms a message (hereinafter, called a 'mes- 
sage V) to notify of an 'lPv4-mapped IPv6 address' (: : 
FFFF : 133. 144. 96. 1) in which the IPv4 address (133. 
1 44. 96. 1 ) derived from the message U has been set as <5 
an IP address corresponding to the domain name of the 
IPv6 terminal 115, instructs the IP transmitting and re- 
ceiving means 1 0 so as to transfer the message V to the 
IPv6 terminal 5, and sends the message V thereto. The 
IP transmitting and receiving means 10 transmits the so 
message V to the IPv6 terminal 5 via the IPv6 network. 
[0149] As shown In Fig. 21 , the IPv6 terminal 5 trans- 
mits the IPv6 packet In which the I Pv6 address (: : FFFF : 
133. 144. 96. 1) notified from the Ipv4-lpv6 converting 
apparatus 1 has been set Into the IPv6 destination ad- ss 
dress field of the IPv6 packet and the own IPv6 address 
(1 : : 1) has been set into the IPv6 source address field 
to the !Pv4-|Pv6 converting apparatus 1 through the IPv6 



network. 

[0150] The IP transmitting and receiving means 10 of 
the IPv4-IPv6 converting apparatus 1 sends the received 
IPv6 packet to the IP header converting means 1 1 . The 
IP header converting means 1 1 extracts the IPv6 address 
(: : FFFF : 133. 144. 96. 1) from the IPv6 destination ad- 
dress field of the IPv6 packet, converts the IPv6 address 
to the IPv4 address (1 33. 1 44. 96. 1 } of 32 bits by deleting 
the fixed pattern of 96 bits mentioned above, and sets 
the IPv4 address into the IPv4 destination address field 
of the I Pv4 packet. The IP header converting means 1 1 
extracts the IPv6 address (1 : : 1) from the IPv6 source 
address field of the IPv6 packet and sends it to the IP 
address conversion information holding means 15. 
[0151] The IP address conversion information holding 
means 15 retrieves the IP address conversion table 151 
by using the IPv6 address (1 : : 1) of the IPv6 terminal 5 
as a key and notifies the IP header converting means 1 1 
of a message indicating whether the relevant entry has 
been registered or not. 

[0152] The IP header converting means 1 1 which re- 
ceived the notification that the relevant entry is not reg- 
istered yet in the IPv6 address (1 : :1) of the IPv6 terminal 
5 Instructs the IPv4 address capturing means 14 so as 
to capture the IPv4 address and, after that, waits for a 
response for a predetermined time. The IPv4 address 
capturing means 14 forms an IPv4 address capturing 
message (hereinafter, called a 'message W), Instructs 
the IP transmitting and receiving means 1 0 so as to trans- 
fer the message W to the DHCPv4 server 4, sends the 
message W thereto, and after that, waits for a response 
for a predetermined time. The IP transmitting and receiv- 
ing means 1 0 transmits the message W to the DHCPv4 
server 4 via the IPv4 network. 
[01 53] The DHCPv4 server 4 which received the mes- 
sage W gives the IPv4 address to the IPv6 address (1 : : 
1) of the IPv6 terminal 5 (it is now assumed that "133. 
144. 95. 1" Is given) and returns an IPv4 address given 
message (hereinafter, called a 'message X'). 
[0154] The IP transmitting and receiving means 10 
which received the message X sends the message X to 
the IPv4 address capturing means 1 4. The IPv4 address 
capturing means 14 obtains the IPv4 address (133. 144. 
95. 1) from the message X and notifies the IP header 
converting means 11. The IP header converting means 
11 sends the IPv4 address (133. 144. 95. 1) captured 
from the DHCPv4 server 4 to the IP address conversion 
information holding means 15 in correspondence to the 
IPv6 address (1 : : 1) of the IPv6 terminal 5. The IP ad- 
dress conversion information holding means 15 forms a 
new entry Into the IP address conversion table 151 and 
registers a correspondence of the IPv4 address (133. 
144. 95. 1) and the IPv6 address (1 : : 1) of the IPv6 
terminal 5. The entry in the IP address conversion table 
151 is deleted when it Is not referred to for a predeter- 
mined time. The IPv4 address (133. 144. 95. 1) is re- 
turned to the DHCPv4 server 4. 
[0155] When a notification that the relevant entry has 
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been registered in the Ipv6 address (1 : : 1) of the IPv6 
terminal 5 is received or when the registration of the rel- 
evant entry Into the IPv6 address (1 : : 1) of the IPv6 
terminal 5 is completed, the IP header converting means 
1 1 sets the IPv4 address (133. 144. 95. 1) Into the IPv4 
source address field of the IPv4 packet. The IPv4 packet 
formed by performing the IP header conversion as men- 
tioned above is sent to the IP transmitting and receiving 
means 10. The IP transmitting and receiving means 10 
transmits the IPv4 packet to the IPv4-IPv6 converting 
apparatus 111 through the IPv4 network. 
[01 56] The IP transmitting and receiving means 1 0 of 
the IPv4-IPv6 converting apparatus 111 sends the re- 
ceived IPv4 packet to the IP header converting means 
1 1 . The IP headerconvertlng means 1 1 extracts the IPv4 
address (133. 144. 95. 1) from the IPv4 source address 
field of the IPv4 packet, converts the IPv4 address to an 
'IPv4-mapped IPv6 address' (: : FFFF : 133. 144. 95. 1) 
of 1 28 bits by adding the fixed pattern of 96 bits mentioned 
above, and sets it into the IPv6 source address field of 
the IPv6 packet. The IP header converting means 11 
extracts the IPv4 address (1 33. 144. 96. 1) from the IPv4 
destination address field of the IPv4 packet and sends 
the IPv4 address to the IP address conversion Informa- 
tion holding means 15. The IP address conversion Infor- 
mation holding means 15 obtains the IPv6 address (2 : : 
1) corresponding to the IPv4 address (133. 144. 96. 1) 
with reference to the IP address conversion table 151 
and sends the IPv6 address to the IP header converting 
means 1 1 . The IP header converting means 1 1 sets the 
IPv6 address (2 : : 1) into the IPv6 destination address 
field of the IPv6 packet. The IPv6 packet formed by per- 
forming the IP header conversion as mentioned above 
is sent to the IP transmitting and receiving means 10. 
The IP transmitting and receiving means 10 transmits 
th e I Pv6 packet to th e I Pv6 te rml n al 1 1 5 th ro ugh the I Pv6 
network. 

[0157] In this manner, the communication from the 
IPv6 terminal 5 to the IPv6 terminal 1 15 can be started. 
[0158] Although the invention has been described 
above by using the communication between the two IPv6 
terminals when there is the IPv4 network on the commu- 
nication path, a similar construction can be also applied 
to a commu nicatlon between the two I Pv4 terminals when 
there Is the IPv6 network on the communication path. 
[0159] Although the invention has been also described 
above by using the communication between the two I Pv6 
terminals when there is only one IPv4 network on the 
communication path, a similar construction can be also 
applied to a communication between the two IPv6 termi- 
nals when there are a plurality of IPv4 networks and IPv6 
networks on the communication path, a communication 
between the two IPv4 terminals, and a communication 
between the IPv4 terminal and the IPv6 terminal. 
[0160] According to the IPv4-IPv6 communicating 
method and IPv4-IPv6 converting apparatus of the in- 
vention, only the IPv6 protocol is installed to the IPv6 
terminal and even if the IPv4 address is not previously 



fixedly allocated, the communication between the IPv4 
terminal and the IPv6 terminal can be executed. Further, 
since the partner can be designated not by the actual IP 
address but by the domain name, the communication 
5 can be performed without mutually being aware whether 
the partner uses the IPv4 or IPv6 as a communication 
protocol. 

[0161] As forthe registration and deletion of the entry 
in the conversion table of the IPv4 address and IPv6 ad- 
10 dress, by limiting by the setting of a manager, the system 
can also become a fire wall between the IPv4 network 
and the IPv6 network. 

[01 62] A communication between the two I Pv6 termi- 
nals partitioned by the IPv4 networkcan be also executed 

15 without preliminarily performing any special setting. Sim- 
ilarly, a communication between the two IPv4 terminals 
partitioned by the IPv6 network can be executed without 
preliminarily performing any special setting. 
[0163] Further, even if any special setting is not pre- 

20 limlnarlly performed, a communication between the IPv4 
terminals partitioned by a plurality of IPv4 networks and 
IPv6 networks, a communication between the IPv6 ter- 
minals, and a communication between the IPv4 terminal 
and the IPv6 terminal can be executed. 

25 

Claims 

1 . A method of communicating between an IPv4 termi- 
30 nal (2) of an IPv4 network (1 04) and an IPv6 terminal 
(5, 1 15) of an IPv6 network (106, 107) in a commu- 
nication network system comprising said IPv4 net- 
work (104), said IPv6 network (106, 107), and an 
IPv4-IPv6 converting apparatus (la, 1b, 1c, 1d, 1, 
35 111) connected to both of said networks, comprising 
the steps of: 

in accordance with that said IPv4 terminal in- 
quires an IP address for a domain name of said 

40 IPv6 terminal to said !Pv4-IPv6 converting ap- 

paratus, obtaining, in said IPv4-IPv6 converting 
apparatus, an IPv6 address for said domain 
name from a DNSv6 server apparatus (6, 116) 
for managing domain Information of said IPv6 

45 network; 

capturing, in said IPv4-IPv6 converting appara- 
tus, an IPv4 address corresponding to said IPv6 
address from a DHCPv4 server apparatus (4) 
for dynamically allocating IPv4 addresses and 

so notifying said IPv4 terminal; 

forming, in said IPv4 terminal, a first IPv4 packet 
by setting an own IPv4 address to an IPv4 
source address and by setting said notified IPv4 
address to an IPv4 destination address, and 

55 sending said first IPv4 packet to said IPv4-IPv6 

converting apparatus; and 
converting, in said IPv4-IPv6 converting appa- 
ratus, the IPv4 source address included in said 
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received first IPv4 packet to an IPv6 source ad- 
dress by adding fixed data to said IPv4 source 
address, converting an IPv4destination address 
Included In said IPv4 packet to a corresponding 
IPv6 address, forming a first IPv6 packet from $ 
said first IPv4 packet, and sending said first I Pv6 
packet to said IPv6 network. 

A method according to claim 1, further comprising 
the steps of: 10 

forming, in said IPv6 terminal (5, 1 1 5), a second 
IPv6 packet by setting an own IPv6 address to 
the IPv6 sou rce address and by setti ng said I Pv6 
source address included in said received first 15 
IPv6 packet to an IPv6 destination address, and 
sending said second IPv6 packet to said IPv4- 
IPv6 converting apparatus (1a, 1b, 1c, 1d, 1, 
111); and 

converting, in said IPv4-IPv6 converting appa- 20 
ratus, the IPv6 destination address included in 
said received second IPv6 packet to the IPv4 
destination address by deleting the fixed data 
from said IPv6 destination address, converting 
the IPv6 source address included in said IPv6 & 
packettothe corresponding I Pv4 address, form- 
ingasecond IPv4 packet from said second IPv6 
packet, and sending said second IPv4 packet to 
said IPv4 network (104). 

30 

A method of communication between an IPv4 termi- 
nal (2) of an I Pv4 network (1 04) and an IPv6 terminal 
(5, 115) of an IPv6 network (106, 107) in a commu- 
nication network system comprising said IPv4 net- 
work (104), said IPv6 network (106, 107), and an 35 
IPv4«IPv6 converting apparatus (1a, 1b, 1c, 1d, 1, 
111) connected to both of said networks, comprising 
the steps of: 

in accordance with that said IPv6 terminal in- ^ 
quires an IP address for a domain name of said 
IPv4 terminal to said IPv4-IPv6 converting ap- 
paratus, obtaining, in said IPv4-IPv6 converting 
apparatus, an IPv4 address for said domain 
name from a DNSv4 server apparatus (3) for 45 
managing domain information of said IPv4 net- 
work, and notifying said IPv6 terminal of an IPv6 
address derived by adding fixed data to said 
IPv4 address; 

forming, in said IPv6 terminal, a first IPv6 packet so 
by setting an own IPv6 address to an IPv6 
source address and by setting said notified I Pv6 
address to an IPv6 destination address, and 
sending said first IPv6 packet to said IPv4-IPv6 
converting apparatus; and 55 
converting, in said IPv4-IPv6 converting appa- 
ratus, said IPv6 destination address included in 
said received first IPv6 packet to an IPv4 desti- 



nation address by deleting fixed data from said 
IPv6 destination address, capturing dynamically 
an IPv4 address corresponding to the IPv6 
source address Included In said first IPv6 packet 
from a DHCPv4 server apparatus (4) for dynam- 
ically allocating the IPv4 address, forming a first 
I Pv4 packet from said first I Pv6 packet by using 
said IPv4 address, and sending said first IPv4 
packet to said IPv4 network (104). 

4. A method according to claim 3, further comprising 
the steps of; 

forming, in said IPv4 terminal (2), a second IPv4 
packet by setting an own IPv4 address to the 
IPv4 source address and by setting said IPv4 
source address included in said received first 
IPv4 packet to an IPv4 destination address, and 
sending said second IPv4 packet to said IPv4- 
IPv6 converting apparatus; and 
converting, in said !Pv4-IPv6 converting appa- 
ratus, the IPv4 source address included in said 
received second IPv4 packetto the IPv6 source 
address by adding fixed data to said I Pv4 source 
address, converting the IPv4 destination ad- 
dress included in said IPv4 packet to a corre- 
sponding IPv6 address, forming a second IPv6 
packet from said second IPv4 packet, and send- 
ing said second I Pv6 packet to said I Pv6 network 
(106, 107), 

5. An IPv4-IPv6 converting apparatus connected to an 
IPv4 network (104) and an IPv6 network (106, 107), 
comprising: 

(a) IPv4 address capturing means (14) for cap- 
turing an IPv4 address from a DHCPv4 server 
(4) of said IPv4 network; 

(b) IP address conversion information holding 
means (15) for holding an IPv6 address of an 
IPv6 terminal and said captured IPv4 address 
in correspondence to each other; 

(c) IP transmitting and receiving means (10) for 
transmitting and receiving an IPv4 packet to/ 
from said I Pv4 network (1 04) and f ortransmitting 
and receiving an IPv6 packet to/from said IPv6 
network (106, 107); 

(d) l P header converting means ( 1 1 ) f or convert- 
ing an IPv4 source address included in said re- 
ceived IPv4 packet to an IPv6 source address 
by adding fixed data to said IPv4 source ad- 
dress, for converting an IPv4 destination ad- 
dress included in said IPv4 packet to a corre- 
sponding IPv6 destination address by using said 
IP address conversion information holding 
means (15), and for forming a corresponding 
IPv6 packet from said IPv4 packet; and 

(e) DNS substituting means for receiving an in- 



16 



31 EP0 840 

quiry of an IP address for a domain name of the 
IPv6 terminal from an IPv4 terminal, for obtain- 
ing an IPv6 address by Inquiring to a DNSv6 
server, for notifying said IPv4 terminal of said 
IPv4 address if said IPv4 address corresponding 5 
to said IPv6 address is held In said IP address 
conversion information holding means, for cap- 
turing the IPv4 address by said IPv4 address 
capturing means if the IPv4 address corre- 
sponding to said IPv6 address is not held in said w 
IP address conversion information holding 
means, for holding said IPv6 address and said 
captured IPv4 address into said IP address con- 
version information holding means so as to cor- 
respond to each other, for notifying said IPv4 is 
terminal of said IPv4 address, similarly for re- 
ceiving an inquiry of an IP address for a domain 
name of the IPv4 terminal from the IPv6 terminal, 
for obtaining an IPv4 address by inquiring to the 
DNSv4 server, for notifying said IPv6 terminal ^ 
of said IPv6 address if the IPv6 address corre- 
sponding to said IPv4 address is held in said IP 
address conversion Information holding means, 
for capturing the IPv6 address by an IPv6 ad- 
dress capturing means if the IPv6 address cor- 25 
responding to said IPv4 address is not held in 
said IP address conversion information holding 
means, for holding said IPv4 address and said 
captured IPv6 address into said IP address con- 
version information holding means so as to cor- 30 
respond to each other, and for notifying said 
IPv6 terminal of said IPv6 address. 

6, An apparatus according to claim 5, further compris- 
ing IPv6 address means for capturing an IPv6 ad- 35 
dress from a DHCPv6 server of said IPv6 network. 

7, An apparatus according to claim 6, wherein said IP 
address conversion information holding means (15) 
deletes an address which is not referred to for a pre- <o 
determined time in the correspondence of said IPv6 
address and IPv4 address held and returns the de- 
leted IPv4 address to said DHCPv4 server (4) of said 
IPv4 network (104). 

45 

8, An apparatus according to claim 5, further compris- 
ing IPv4 address pool means (16) for pooling a plu- 
rality of IPv4 addresses, and 

wherein said IP address conversion Information 
holding means (15) captures said plurality of IPv4 so 
addresses from said 0HCPv4 server (4) of said IPv4 
network (1 04) at the time of activation of the appa- 
ratus, pools said captured IPv4 addresses into said 
IPv4 address pool means (1 6), and captures the I Pv4 
address corresponding to the IPv6 address of said 55 
IPv6 terminal (5, 1 15) from said IPv4 address pool 
means (16). 
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9. An apparatus according to claim 5, further compris- 
ing DHCPv4 server means (17) for dynamical/y al- 
locating the IPv4 address, and 
wherein said DHCPv4 server means (17) is used in 
place of said DHCPv4 server (4) of said IPv4 network 
(104). 



PatentansprOche 

1 . VerfahrenzurKommunikationzwischen einem IPv4- 
Endger&t (2) elnes IPv4-Netzes (104) und einem 
IPv6-Endgerat(5, 1 15)eines IPv6-Netze$(106, 107) 
in einem Kommunikationsnetzsystem, das das IPv4- 
Netz (104), das IPv6-Netz (106, 107) und eine mit 
betden Netzen verbundene IPv4-IPv6-Umwand- 
lungsvorrichtung (1a, 1b, 1c, 1d r 1, 111)enthalt, mit 
folgenden Schritten: 

in Entsprechung dazu, daB das IPv4-Endgerat 
die iPv4-IPv6-Umwandlungsvorrichtung nach 
einer IP-Adresse fOr elnen Domainnamen des 
IPv6-Endgerats tragi, Gewinnen einer IPv6- 
Adresse fur den Domainnamen von einer 
DNSv6-Servervorrichtung (6, 1 1 6) zum Verwal- 
ten von Domain-lnformationen des IPv6-Net- 
zes, in der !Pv4-IPv6-Umwandlungsvorrich- 
tung, 

Gewinnen einer der IPv6-Adresseentsprechen- 
den iPv4-Adresse von einer DHCPv4-Server- 
vorrichtung (4) zum dynamischen Zuteilen von 
iPv4-Adressen, in der IPv4-IPv6-Umwand- 
lungsvorrichtung, und Mitteilen an das IPv4- 
Endgerat, 

Bilden eines ersten IPv4-Pakets durch Einset- 
zen einer eigenen IPv4-Adresse als IPv4-Guel- 
ladresse und Einsetzen der mitgeteiiten IPv4- 
Adresse als IPv4-Zieiadresse, im iPv4-Endge- 
rat, und Senden des ersten IPv4-Pakets an die 
IPv4-IPv6-Umwandlungsvoriichtung und 
Umwandein derim empfangenen ersten IPv4- 
Paket enthaltenen IPv4-Quelladresse in eine 
IPv6-Quelladresse durch HinzufQgen fester Da- 
ten an die IPv4-QuelIadresse, In der !Pv4-IPv6- 
Umwandlungsvorrichtung, Umwandein der in 
dem IPv4-Paket enthaltenen IPv4-Zieladresse 
in eine entsprechende IPv6-Adresse, Bilden ei- 
nes ersten IPv6-Pakets aus dem ersten IPv4- 
Paket und Senden des ersten IPv6-Pakets an 
das IPv6-Netz. 

2. Verfahren nach Anspruch 1 mit folgenden Schritten: 

Bilden eines zweiten IPv6-Pakets durch Einset- 
zen einer eigenen IPv6-Adresse als IPv6-Quel- 
(adresse und Einsetzen derim empfangenen er- 
sten IPv6-Paketenthaltenen IPv6-Quelladresse 
als IPv6-Zieladresse, im IPv6-Endgerat (115), 
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und Senden des zweiten IPv6-Pakets an die 
IPv4-IPv6-Umwandlungsvorrichtung (1a, 1b, 
1c, 1d, 1, 111) und 

Umwandeln derim ernpfangenen zweiten IPv6- 
Paket enthaltenen IPv6 -Zieladresse in die IPv4- 5 
Zieladresse durch L6schen der festen Daten 
von der IPv6-Zieladresse ( In der IPv4-IPv6-Um- 
wandlungsvortichtung, Umwandeln der im 
IPv6-Paket enthaltenen IPv6-Quelladresse in 
die entsprechende IPv4-Adresse, Bilden eines ™ 
zweiten IPv4-Pakets aus dem zwelten IPv6-Pa- 
ket und Senden des zwelten IPv4-Pakets an das 
IPv4-Netz (104). 

3. Verfahren zur Kommunikation zwischen einem IPv4- 
Endgerat (2) eines IPv4-Netzes (104) und einem 
IPv6-Endgerat (5, 1 15) eines !Pv6-Netzes (1 06, 1 07) 
in einem Kommunlkationsnetzsystem, das das IPv4- 
Netz (104), das IPv6-Netz (106, 107) und eine mit 
beiden Netzen verbundene IPv4-IPv6-Umwand- 20 
lungsvorrichtung (1a, lb, 1c, 1d, 1, 111)enthalt, mit 
folgenden Schritten: 

in Entsprechung dazu, daB das IPv6-Endgerat 
die IPv4-IPv6«Umwandlungsvorrichtung nach 25 
einer IP-Adresse fOr einen Domainnamen des 
IPv4-Endgerats fragt, Gewinnen einer IPv4- 
Adresse fur den Domainnamen von einer 
DNSv4-Servervorrichtung (3) zum Verwalten 
von Domain-lnformationen des IPv4-Netzes, in 30 
der IPv4-IPv6-Umwandlungsvorrichtung, und 
Mitteilen einer IPv6-Adresse, die durch Hinzu- 
fugen fester Daten zur IPv4-Adresse gewonnen 
wird, an das IPv6-Endgerat, 
Bilden eines ersten !Pv6-Pakets durch Einset- 35 
zen einer eigenen IPv6-Adresse als IPv6-Guel- 
ladresse und Einsetzen der mltgeteilten IPv6- 
Adresse als IPv6-Zieladresse, im IPv6-Endge- 
rat, und Senden des ersten IPv6-Pakets zur 
IPv4-IPv6-Umwandlungsvorrichtung und 
Umwandeln der in dem ernpfangenen ersten 
IPv6-Paket enthaltenen IPv6-Zieladresse in ei- 
ne IPv4-Zieladresse durch Loschen fester Da- 
ten von der IPv6-Zleladresse, in der IPv4-IPv6- 
Umwandiungsvorrichtung, dynamisches Ge- *s 
winnen einer IPv4-Adresse, die der im ersten 
iPv6-Paket enthaltenen IPv6-Queliadresse ent- 
spricht, von einer DHCPv4-Servervomchtung 
(4) zum dynamischen Zuteilen der IPv4- Adres- 
se, Bilden eines ersten IPv4-Pakets aus dem so 
ersten IPv6-Paket durch Verwendung der!Pv4- 
Adresse und Senden desersten IPv4-Pakets an 
das IPv4-Netz (104). 

4. Verfahren nach Anspruch 3 mit folgenden weiteren 55 
Schritten: 

Bilden eines zweiten IPv4-Pakets durch Einset- 



zen einer eigenen IPv4-Adresse als !Pv4-Quel- 
ladresse und Einsetzen derim ernpfangenen er- 
sten IPv4-Paket enthaltenen IPv4-Quefladresse 
als IPv4-Zieladresse, im IPv4-Endgerat (2), und 
Senden des zweiten IPv4-Pakets an die IPv4- 
IPv6-Umwandlungs-vorrichtung, und 
Umwandeln derim ernpfangenen zweiten IPv4- 
Paket enthaltenen IPv4-Quelladresse in die 
IPv6-Quelladresse durch HinzufugenfesterDa- 
ten zur !Pv4-Quelladresse, In der IPy4-IPv6- 
Umwandlungsvorrichtung, Umwandeln der Im 
IPv4-Paket enthaltenen IPv4-Zleladresse in ei- 
ne entsprechende lPv6-Adresse, Bilden eines 
zweiten IPv6-Pakets aus dem zweiten IPv4-Pa- 
ket und Senden des zweiten I Pv6-Pakets an das 
IPv6-Netz (106, 107). 

5. IPv4-IPv6-Umwandlungsvorrichung, die mit einem 
IPv4-Netz (1 04) und einem IPv6-Netz (1 06, 1 07) ver- 
bunden 1st und folgendes aufweist: 

(a) eine IPv4-Adressgewinnungseinrichtung 

(14) zum Gewinnen einer IPv4-Adresse von ei- 
nem DHCPv4-Server (4) des IPv4-Netzes, 

(b) eine IP-Adressumwandlungsinformations- 
Speichereinrichtung (15) zum Speichern einer 
IPv6-Adresse eines IPv6-Endgerats und derge- 
wonnenen IPv4-Adresse in Entsprechung zu- 
einander, 

(c) eine IP-Sende- und Empfangseinrichtung 
(10) zum Senden und Empfangen eines IPv4- 
Pakets an das und von dem IPv4-Netz (104) und 
zum Senden und Empfangen eines IPv6-Pakets 
an das und von dem IPv6-Netz (1 06, 107), 

(d) eine IP-Kopf-Umwandlungseinrichtung (11) 
zum Umwandeln einer in dem ernpfangenen 
IPv4-Paket enthaltenen IPv4-Quelladresse in 
eine IPv6-Quelladresse durch HinzufQgen fe- 
ster Daten zur IPv4-Quelladresse, zum Umwan- 
deln einer in dem IPv4-Paket enthaltenen IPv4- 
Zieladresse in eine entsprechende IPv6-Ziel- 
adresse unter Verwendung der IP-Adressum- 
wandlungsinformations- Speichereinrichtung 

(15) und zum Bilden eines entsprechenden 
IPv6-Pakets aus dem IPv4-Paket und 

(e) eine DNS-Ersetzungseinrichtung zum Emp- 
fang einer Anfrage nach einer IP-Adresse fur 
einen Domainnamen des IPv6-Endgerfits von 
einem IPv4- Endgerat, zum Gewinnen einer 
!Pv6-Adresse durch Anfrage bei einem DNSv6- 
Server, zum Mitteilen der IPv4- Adresse an das 
IPv4-Endgerat, wenn die der IPv6- Adresse ent- 
sprechende IPv4-Adresse In der IP-Adressum- 
wandiungsinformations- Speichereinrichtung 
gespeichert ist, zum Gewinnen der IPv4-Adres- 
se durch die IPv4-Adressgewinnungseinrich- 
tung, wenn die der IPv6-Adresse entsprechen- 
de IPv4-Adresse nicht in der IP-Adressumwand- 
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lungsinformations-Speicherelnrichtung gespei- 
chert ist, zum Spelchem der IPv6-Adresse und 
dergewonnenen IPv4-Adresse in der IP-Adres- 
sumwandiungsinformations- Speichereinrich- 
tung In Entsprechung zueinander, zum Mltteilen $ 
der IPv4-Adresse an das iPv4-Endgerat, auf 
Shnliche Weise zum Empfang einer Anfrage 
nach einer IP- Adresse f Or einen Domainnamen 
des IPv4-Endgerats vom IPv6-Endger&t, zum 
Gewlnnen einer IPv4-Adresse durch Anfrage « 
beim DNSv4-Server, zum Mltteilen der IPv6- 
Adresse an das IPv6-Endgerat, wenn die der 
IPv4-Adresse entsprechende IPv6- Adresse in 
der IP-Adressumwandlungslnformations-Spei- 
cherelnrichtung gespeichert 1st, zum Gewlnnen is 
der IPv6-Adresse durch eine IPv6-Adressge- 
winnungselnrichtung, wenn die der IPv4-Adres- 
se entsprechende IPv6-Adresse nicht in der IP- 
Adressumwandiungsinformations- Speicher- 
einrichtung gespeichert ist, zum Spelchem der 20 
IPv4-Adresse und der gewonnenen IPv6- 
Adresse in der IP-Adressumwandlungslnforma- 
tions-Speichereinrichtung in Entsprechung zu- 
einander und zum Mltteilen der IPv6-Adresse 
an das IPv6-Endger£t. & 

6. Vorrichtung nach Anspruch 5 mlt einer IPv6*Adres- 
seinrichtung zum Gewinnen einer IPv6-Adresse von 
einem DHCPv6-Server des IPv6-Netzes. . 

30 

7. Vorrichtung nach Anspruch 5, wobei die IP-Adres- 
sumwandiungsinformations- Speichereinrichtung 
(15) aus der Entsprechung der gespeicherten IPv6- 
Adresse und IPv4-Adresse eine Adresse Iflscht, auf 

die Qber eine vorbestimmte Zeitspanne kein Bezug 35 
genommen wlrd, und die gelGschte IPv4-Adresse an 
den DHCPv4-Server (4) des IPv4-Netzes (104) zu- 
ruckgibt. 

8. Vorrichtung nach Anspruch 5 mit einer !Pv4-Adres- <o 
spooleinrichtung (16) zum Halten eines Vorrats 
mehrerer IPv4-Adressen, 

wobel die ■ IP-Adressumwandlungslnformations- 
Spelchereinrlchtung (15) die mehreren IPv4-Adres- 
sen zur Zeit der Aktivierung der Vorrichtung vom *s 
DHCPv4-Server (4) des IPv4-Netzes (1 04) gewinnt, 
die gewonnenen iPv4-Adressen als Vorrat in die 
lPv4-Adresspooleinrichtung (16) aufnimmt und die 
der !Pv6-Adresse des IPv6-Endger&ts (5, 1 15) ent- 
sprechende IPv4-Adresse von der IPv4-Adresspoo- $0 
leinrichtung (16) gewinnt. 

9. Vorrichtung nach Anspruch 5 mit einer DHCPv4- 
Servereinrichtung (17). zum dynamischen Zuteilen 

der IPv4-Adresse, 55 
wobei die DHCPv4-Servereinrichtung (17) anstelle 
des DHCPv4-Servers (4) des iPv4-Netzes (1 04) ver- 
wendet wird. 



Revendlcations 

1. Proc6d6 de communication entre un terminal IPv4 
(2) d'un reseau IPv4 (104) et un terminal IPv6 (5, 
115) d'un reseau IPv6 (106, 107) dans un systeme 
de reseau de communication comportant iedit re- 
seau IPv4 (104), Iedit reseau IPv6 (106, 107), et un 
dispositif de conversion IPv4-IPv6 (1a, 1b, 1c, Id, 1, 
111) connects auxdits deux reseaux, comportant ies 
stapes consistent a : 

en conformity avec !e fait que Iedit terminal IPv4 
demande une adresse IP pour un nom de do- 
maine duditterminal IPv6 audit dispositif de con- 
version IPv4-IPv6, obtenir, dans Iedit dispositif 
deconversion IPv4-IPv6, uneadresse IPv6 pour 
Iedit nom de domaine a partir d'un dispositif ser- 
ve urDNSv6 (6, 11 6) pour gerer des informations 
de domaine dudit r6seau IPv6, 
capturer, dans iedit dispositif de conversion 
IPv4-IPv6, un adresse IPv4 correspondant a la* 
dite adresse I Pv6 a partir d'un dispositif serveur 
DHCPv4 (4) pour allouer dynamiquement des 
adresses IPv4 et Ies notifier audit terminal IPv4, 
former, dans Iedit terminal IPv4, un premier pa- 
quet IPv4 en etabiissant une adresse IPv4 pro- 
pre a une adresse source IPv4 et en etabiissant 
ladlte adresse IPv4 notiflee a une adresse de 
destination IPv4, etenvoyerleditpremierpaquet 
IPv4 audit dispositif de conversion IPv4-IPv6, et 
convertir, dans Iedit dispositif de conversion 
IPv4-IPv6, radresse source IPv4 Incluse dans 
Iedit premier paquet IPv4 recu en une adresse 
source IPv6 en ajoutant des donnees fixes a la- 
dite adresse source IPv4, convertir une adresse 
de destination IPv4 Incluse dans iedit paquet 
IPv4 en une adresse IPv6 correspondante, for- 
mer un premier paquet IPv6 a partir dudit pre- 
mier paquet IPv4, et envoyer iedit premier pa- 
quet IPv6 audit rSseau IPv6. 

2. Procede selon ia revendication 1 , comportant de 
plus les stapes consistant a : 

former, dans Iedit terminal IPv6 (5, 115), un se- 
cond paquet IPv6 en 6tablissant une adresse 
IPv6 propre a I'adresse source IPv6 et en eta- 
biissant ladite adresse source I Pv6 incluse dans 
Iedit premier paquet IPv6 recu a une adresse de 
destination IPv6, et envoyer Iedit second paquet 
IPv6 audit dispositif de conversion IPv4-IPv6 
(la, 1b, 1c, 1d, 1,111), et 
convertir,. dans Iedit dispositif de conversion 
IPv4-IPv6, I'adresse de destination IPv6 incluse 
dans Iedit second paquet IPv6 recu en radresse 
de destination IPv4 en supprimant les donnees 
fixes dans ladite adresse de destination IPv6, 
convertir I'adresse source IPv6 incluse dans le- 
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38 



ditpaquet IPv6 en I'adresse !Pv4correspondan- 
te, former un second paquet IPv4 a partir dudit 
second paquet IPv6, et envoyer ledit second pa- 
quet IPv4 audit reseau IPv4 (1 04). 

5 

Proc6de* de communication entre un terminal IPv4 
(2) d'un reseau IPv4 (104) et un terminal IPv6 (5, 
115) d'un reseau IPv6 (106, 107) dans un systeme 
tie r6seau de communication comportant ledit re*- 
seau IPv4 (104), ledit reseau IPv6 (106, 107), et un '0 
dispositif deconversion IPv4-IPv6(1a, 1b, 1c, Id, 1, 
1 1 1 ) connects auxdits deux reseaux, comportant les 
stapes consistent a : 

en conformity avec le fait que ledit terminal IPv6 is 
demande une adresse IP pour un nom de do- 
maine dudit terminal IPv4 audit dispositif decon- 
version IPv4-IPv6, obtenir, dans ledit dispositif 
de conversion IPv4-IPv6, une adresse IPv4 pour 
ledit nom de domaine a partir d'un dispositif ser- 20 
veur DNSv4 (3) pour gerer des informations de 
domaine dudit reseau IPv4, et notrfler audit ter- 
minal IPv6 une adresse IPv6 derived en ajoutant 
des donnees fixes a ladite adresse IPv4, 
former, dans ledit terminal IPv6, un premier pa* & 
quet IPv6 en Etablissant une adresse IPv6 pro- 
pre a une adresse source IPv6 eten etablissant 
ladite adresse IPv6 notified a une adresse de 
destination IPv6, etenvoyerleditpremierpaquet 
IPv6 audit dispositif deconversion IPv4-IPv6, et so 
convertir, dans ledit dispositif de conversion 
IPv4-IPv6, ladite adresse de destination IPv6 In- 
cluse dans ledit premier paquet IPv6 re$u en 
une adresse de destination IPv4 en supprimant 
des donnees fixes dans ladite adresse de des- 35 
tination IPv6, capturer dynamiquement une 
adresse IPv4 correspondant a I'adresse source 
IPv6 incluse dans ledit premier paquet IPv6 a 
partir d'un dispositif serveur DHCPv4 (4) pour 
allouer dynamiquement I'adresse IPv4, former *o 
un premier paquet IPv4 a partir dudit premier 
paquet IPv6 en utilisant ladite adresse IPv4, et 
envoyer ledit premier paquet IPv4 audit reseau 
IPv4 (104). 

46 

Procede" selon la revendication 3, comportant de 
plus les 6tapes consistant a : 

former, dans ledit terminal IPv4 (2), un second 
paquet IPv4 en etablissant une adresse IPv4 so 
propre a I'adresse source IPv4 et en etablissant 
ladite adresse source IPv4 Incluse dans ledit 
premierpaquet IPv4 recu a une adresse de des- 
tination IPv4, et envoyer ledit second paquet 
iPv4 audit dispositif de conversion IPv4-IPv6, et 55 
convertir, dans ledit dispositif de conversion 
IPv4-IPv6, I'adresse source IPv4 incluse dans 
ledit second paquet IPv4 re$u en I'adresse sour- 



ce IPv6 en ajoutant des donnees fixes a ladite 
adresse source IPv4, convertir I'adresse de des- 
tination IPv4 Incluse dans ledit paquet IPv4 en 
une adresse IPv6 correspondante, former un 
second paquet IPv6 a partir dudtt second paquet 
IPv4, et envoyer ledit second paquet iPv6 audit 
reseau IPv6 (106, 107). 

5. Dispositif de conversion IPv4-IPv6 connects a un 
reseau IPv4 (104) et a un reseau IPv6 (106, 107), 
comportant : 

(a) des moyens de capture d'adresse IPv4 (14) 
pour capturer une adresse IPv4 provenant d'un 
serveur DHCPv4 (4) dudit reseau IPv4, 

(b) des moyens de maintien d'informatlons de 
conversion d'adresse IP (15) pourmalntenirune 
adresse IPv6 d'un terminal IPv6 et ladite adres- 
se IPv4 capturee en correspon dance Tune avec 
I'autre, 

(c) des moyens de transmission et de reception 
IP (10) pour transmettre un paquet IPv4 audit 
reseau IPv4 (104) et recevoir un paquet IPv4 
depuis ce dernier et pour transmettre un paquet 
IPv6 audit reseau IPv6 (106, 107) et recevoir un 
paquet IPv6 depuis ce dernier, 

(d) des moyens de conversion d'en-tfete IP (1 1 ) 
pour convertir une adresse source IPv4 incluse 
dans ledit paquet IPv4 re9u en une adresse 
source IPv6 en ajoutant des donnees fixes a la- 
dite adresse source IPv4 t pour convertir une 
adresse de destination IPv4 incluse dans ledit 
paquet I Pv4 en une adresse de destination IPv6 
correspondante en utilisant lesdits moyens de 
maintien d'lnformations de conversion d'adres- 
se IP (15), et pour former un paquet IPv6 cor- 
respondant a partir dudit paquet IPv4, et 

(e) des moyens de substitution DNS pour rece- 
voir une demande d'une adresse IP pour un nom 
de domaine du terminal IPv6 depuis un terminal 
IPv4, pour obtenir une adresse IPv6 en la de- 
mandant a un serveur DNSv6, pour notifier audit 
terminal IPv4 ladite adresse IPv4 si ladite adres- 
se IPv4 correspondant a ladite adresse IPv6 est 
maintenue dans lesdits moyens de maintien 
d'informations de conversion d'adresse IP, pour 
capturer I'adresse IPv4 par lesdits moyens de 
capture d'adresse IPv4 si I'adresse IPv4 corres- 
pondant a ladite adresse IPv6 n'est pas main- 
tenue dans lesdits moyens de maintien d'lnfor- 
mations de conversion d'adresse IP, pourmain- 
tenir ladite adresse IPv6 et ladite adresse IPv4 
capture* es dans lesdits moyens de maintien d'in- 
formations de conversion d'adresse IP de ma- 
niere a ce qu'elles correspondent Tune a i'autre, 
pour notifier audit terminal IPv4 ladite adresse 
IPv4, de maniere similaire pour recevoir une de- 
mande d'une adresse IP pour un nom de domai- 
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ne du terminal IPv4 a partlr du terminal IPv6, 
pour obtenlr une adresse IPv4 en la demandant 
au se/veur DNSv4, pour notifier audit terminal 
IPv6 ladite adresse IPv6 si I'adresse IPv6 cor- 
respondent a ladite adresse IPv4 est maintenue 5 
dans lesdlts moyens de maintien d'irrformatlons 
de conversion cPadresse IP, pour capturer 
.Padresse IPv6 par des moyens de capture 
d'adresse IPv6 si I'adresse IPv6 correspondent 
a ladite adresse IPv4 n'est pas maintenue dans w 
lesdits moyens de maintien d'lnformations de 
conversion d'adresse IP, pour maintenir ladite 
adresse IPv4 et ladite adresse IPv6 capturee 
dans lesdits moyens de maintien d'lnformations 
de conversion d'adresse IP de maniere a ce is 
qu'elles correspondent Tune a I'autre, et pour 
notifier audit terminal IPv6 ladite adresse IPv6. 

6. Dispositif selon la revendlcation 5, comportant de 
plus des moyens d'adresse IPv6 pour capturer une 20 
adresse IPv6 a partir d'un serveur DHCPv6 dudit 
r6seau IPv6. 

7. Dispositif selon la revendlcation 5, dans lequel les- 
dits moyens de maintien d' informations de convex 25 
sion d'adresse IP (15) suppriment une adresse qui 

ne fait pas I'objet d'une reference pendant un temps 
predetermine dans la correspondance de ladite 
adresse IPv6 et ladite adresse IPv4 malntenues et 
retournent I'adresse IPv4 supprlmSe audit serveur so 
DHCPv4 (4) du reseau IPv4 (104). 

8. Dispositif selon la revendlcation 5, comportant de 
plus des moyens de regroupement d'adresses IPv4 
(16) pour regrouper une plurality d'adresses IPv4, et 35 
dans lequel lesdits moyens de maintien d'informa- 
tions de conversion d'adresse IP (15) capturent la- 
dite pluralite d'adresses IPv4 provenant dudit ser- 
veur DHCPv4 (4) dudit reseau IPv4 (1 04) au moment . 

de Pactivation du dispositif, regroupent lesdites <o 
adresses IPv4 capturees dans lesdits moyens de 
regroupement d'adresses IPv4 (16), et capturent 
I'adresse IPv4 correspondent a I'adresse IPv6 dudit 
terminal IPv6 (5, 115) a partir desdits moyens de 
regroupement d'adresses IPv4 (16). & 

9. Dispositif selon la revendlcation 5, comportant de 
plus des moyens de serveur DHCPv4 (17) pour al- 
louerdynamiquement I'adresse IPv4, et 

dans lequel lesdits moyens de serveur DHCPv4 (1 7) so 
sont utilises a la place dudit serveur DHCPv4 (4) 
dudit reseau IPv4 (104). 
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